
 
 

License 

Extract from the General Terms and Conditions of Net at Work GmbH 
 

This English version of our Terms of Use is provided for convenience and better understanding only. In 
case of any discrepancies or differences in interpretation between this translation and the original 
German version, the German version shall prevail. The German version is the only legally binding 

document. 

1. Subject matter of the contract / Data Processing / Right to buy / References 

1.1 
The object of the contract is the granting of unlimited, unlimited use rights for the standard software 
NoSpamProxy produced by Net at Work. 

1.2 
The granting of the right of use in accordance with clause 1.1 is done by Net at Work providing the 
customer with a license key for the NoSpamProxy licenses purchased by the customer. Together with 
the submission of the license key, an installation guide is provided to the customer. 

 
1.3 
With the granting of the license, customer and Net at Work conclude the Data Processing Agreement 
in the NoSpamProxy Server Annex AV and the NoSpamProxy Cloud Annex 
AV in the version valid at the time of the granting of the right to use. In the Data Processing 
Agreement, the use of web services is regulated, which the NoSpamProxy installation of the 
customer accesses exclusively for security-checks of emails. The scope of the web services used 
depends on the licensed functions and customer configuration. 

 
1.4 
The contract is the application of commercial regulations. 

1.5 
The customer allows Net at Work to name the customer and his trademarks for reference purposes. 
However, Net at Work will discontinue this reference usage if the customer expressly asks for it in 
text form. 

 
2. Copyrights / Scope of rights 

 
2.01 
Net at Work grants the customer the non-exclusive right of use the software as part of the software 
sale. 

The customer is not permitted to rent out the software or, subject to clause 2.05, to make it 
available to third parties for use or for other purposes, or to grant limited rights to it. This also 
applies if the third party uses the software exclusively for the purposes of the customer. 

Unless otherwise agreed, the customer acquires a server license along with a certain number of 
client licenses, as well as additional optional modules for the software, if any. As a client, every 
person who uses the customer’s email system counts. If a person has more than one email address 
(e.g. function addresses), he or she also counts only as one single client. Multiple usage rights (both 
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for servers and clients) must be contractually agreed to as such. Multiple use is the simultaneous 
installation and/or use of the software on multiple servers by the customer. Whether and to what 
extent the software may also be used by customers with different clients is determined by the 
respective software contract. A different use of the software by the customer also constitutes a 
violation of the terms of use in violation of copyright law. 

2.02 
The customer is not entitled to make copies of the software and the documentation provided, except 
with the express written consent of Net at Work. The right to make backup copies of the software 
remains unaffected. 

Subject to section 2.03, the customer may not pass on software, documentation or copies thereof to 
third parties without the express written consent of Net at Work. 

2.03 
The customer may only pass on software, documentation or copies of software to third parties or 
make them available to third parties with the final disposal of all of his own usage options. The 
customer grants Net at Work the right to check compliance with this usage regulation at any time on 
its premises during business hours. 

 
2.04 
The customer acquires the right of use for the program status of the software product, which is up to 
date at the time of conclusion of the contract or the first installation. 

2.05 
Decompilation of the software is not allowed. If the customer requires interface information to 
maintain interoperability in accordance with §69e UrhG, Net at Work will provide the information on 
request. Only if Net at Work does not comply with this request within a reasonable period is the 
customer permitted to decompile the software parts necessary for this analysis for the purpose of 
interface analysis. 

 
2.06 
The Customer is not authorized to ship, transfer or export the NoSpamProxy software or updates to 
any country prohibited by export laws or restrictions of the EU, any EU member state or the United 
States under the United States Export Administration Acts. In addition, the customer warrants that it 
is not located or doing business in an embargoed country and that it is not otherwise prohibited by 
export laws from receiving or using the software. 

 
2.07 
A violation of the terms of use of this Section 2 is a criminal offense pursuant to Section 106 UrhG 
and may be prosecuted by the public prosecutor's office ex officio in the event of special public 
interest or following a criminal complaint. 

2.08 
For each individual case of culpable violation of these above usage regulations, the customer 
undertakes to pay a lump sum compensation amounting to 50% of the purchase price paid for the 
software. The customer has the right to prove that Net at Work did not suffer any damage or that 
the damage was significantly lower than the lump sum specified. Net at Work expressly reserves the 
right to claim any further, concretely proven damage. 

 
2.09 
The above provision also applies if the customer uses the software beyond the multiple use permitted 
for him. 
 
 

 



3. Counterrights 
 

3.01 
The customer can only offset against undisputed or legally established claims. 

3.02 
Except in the cases of 3.01, the customer is not entitled to retention rights. The rights in accordance 
with Section 320 of the German Civil Code (BGB) will also remain in place if and insofar as Net at 
Work does not meet its own warranty obligations. 

 
4. Warranty 
Warranty in these terms and conditions means: Claims due to poor performance due to delivery of a 
defective item or the provision of a defective work. 

4.01 
The statutory special provisions for final delivery of the item to a consumer remain unaffected by the 
limitation of liability in this section 4 (supplier recourse pursuant to Sections 478, 479 of the German 
Civil Code). 

4.02 
If the customer does not comply with his control and complaint, Net at Work’s liability for the 
unreported defect is excluded. 

4.03 
The general limitation period for claims arising from material and legal defects is 12 months from 
delivery or, if acceptance has been agreed, from acceptance. 

The statutory special provisions on the limitation period (in particular Section 438 (1) remain 
unaffected. Nos. 1 and 2, para. 3, 444, 479 BGB or Section 634a para. 1 Nos. 2 and No. 3, 
para. 3 BGB). 

 
4.04 
The limitation period of 12 months also applies to contractual and non-contractual claims for 
damages based on a defect in the item. However, this reduction in the limitation period does not 
apply 

• to the extent that the cause of the damage is based on intent or gross negligence on the part of 
Net at Work or its agents or vicarious agents; 
• in the event of damage resulting from injury to life, body and health; 
• in the event of delay, insofar as a fixed delivery date has been agreed; 
• in the event of fraudulent concealment of a defect; 
• in the event of Net at Work taking over a guarantee and/or the procurement or 
manufacturer’s risk within the meaning of Section 276 of the German Civil Code (BGB); 
• in cases of mandatory legal liability, in particular under the Product Liability Act. 
A reversal of the burden of proof at the expense of the customer is not connected with the above 
regulations. 

4.05 
If the warranty period is inhibited or interrupted by work or replacement deliveries carried out by Net 
at Work, such suspension or interruption shall only extend to the functional unit affected by the 
replacement delivery or rectification. 

 

 



4.06 
If the customer has a right to supplementary performance, Net at Work shall first decide whether 
the supplementary performance is to be effected by remedying the defect (rectification) or by 
delivering a defect-free item (replacement delivery). The right to refuse subsequent performance 
under the statutory conditions remains unaffected. 

4.07 
No liability is assumed for damages not attributable to Net at Work. This includes, for example, 
damage caused by the following reasons: inappropriate or improper use, incorrect assembly or 
commissioning by the customer or by third parties, if they are not due to the fault of Net at Work. 

4.08 
Net at Work does not guarantee components provided by the customer. The customer is solely 
responsible for the suitability and quality of such components, unless expressly agreed otherwise. 

4.09 
In the event of customer non-observance of the installation instructions and the operating manual, it 
is presumed that any damage incurred is due to this. In this case, the customer shall bear the burden 
of presentation and proof to the contrary. 

4.10 
Net at Work is entitled to make the subsequent performance conditional upon the customer paying 
the purchase price due. However, the customer is entitled to retain a portion of the purchase price 
that is proportionate to the defect. 

4.11 
Work on goods delivered by Net at Work or other services provided by Net at Work shall only be 
deemed to be work to remedy defects or rectify defects 
  
• insofar as the defectiveness has been expressly recognized by Net at Work  
• or insofar as notices of defects are proven  
• and insofar as these proven complaints are justified. 
  
Without these prerequisites, such work is to be regarded as a special service.  
 
4.12 
In all other respects, repairs or replacement deliveries are also provided by Net at Work as special 
services if they are not expressly made in recognition of a legal obligation. 

4.13 
Net at Work can also fulfill its warranty obligation in the event of program errors or similar by offering 
the customer a solution that eliminates the effects of the error (workaround). If this does not 
significantly impair the user-friendliness of the program, further claims by the customer are excluded. 

4.14 
The expenses necessary for the purpose of inspection and subsequent performance, in particular 
transport, travel, labor and material costs (not: removal and installation costs), are generally borne 
by Net at Work if there is actually a defect. Otherwise, Net at Work can demand compensation from 
the customer for the costs incurred from the unjustified request to remedy the defect (in particular 
inspection and transport costs), unless the lack of defectiveness was not recognizable to the 
customer.’ 
 
 
 
 



4.15 
The customer must give Net at Work the necessary time and opportunity to carry out repairs and 
replacement deliveries owed under warranty. Only in urgent cases of danger to operational safety 
and to prevent disproportionately large damage, whereby Net at Work must be informed 
immediately - if possible in advance - or if Net at Work is in default with the elimination of a defect, 
the customer has the right to remedy the defect himself or through third parties and to demand 
reimbursement of the necessary costs from Net at Work.  
 
4.16 
If the supplementary performance has failed or a reasonable deadline to be set by the customer for 
the supplementary performance has expired without success (§ 323 para. 1 or § 281 para. 1 BGB) or 
is dispensable according to the statutory provisions (§ 323 para. 2 or § 281 para. 2 BGB) or can be 
refused by Net at Work in accordance with § 439 para. 3 BGB or § 635 para. 3 BGB or is 
unreasonable for the customer, the customer can withdraw from the contract. However, there is no 
right of withdrawal in the case of an insignificant defect. 

 
4.17 
The customer only has the right to reduce the price (reduction) if Net at Work agrees to this. 

4.18 
Claims of the customer for damages or compensation for futile expenses are also excluded in the 
case of defects in accordance with clause 5.01 and exist only in the cases of clause 5.02. 

5. Other liability 

5.01 
Unless otherwise stipulated in these general terms and conditions, the customer’s claims for 
damages and reimbursement of expenses are excluded, regardless of the legal reason against Net at 
Work, subject to clause 5.02 below. 

This applies in particular to claims for damages arising from an offence (e.g. Section 823 of the 
German Civil Code). Insofar as liability is excluded or limited, this also applies to the personal liability 
of Net at Work’s employees, employees, employees, representatives and vicarious agents. 

 
5.02 
The limitations of liability in these General Terms and Conditions do not apply 

• to the extent that the cause of the damage is based on intent or gross negligence on the part 
of Net at Work or its agents or vicarious agents; 

• in the event of a culpable breach of essential contractual obligations, whereby in this case 
the damages are limited to the typical damage foreseeable at the time of conclusion of the 
contract. Essential contractual obligations are such obligations which protect the 
contractually essential legal positions of the contracting party, which the contract is to grant 
to him in accordance with its content and purpose; essential are also such contractual 
obligations, the fulfilment of which enables the proper execution of the contract in the first 
place and on whose compliance the customer has regularly trusted and may rely; 

• in the event of damage resulting from injury to life, body and health; 
• in the event of delay, insofar as a fixed delivery date has been agreed; 
• in the event of fraudulent concealment of a defect; 
• in the event of Net at Work taking over a guarantee and/or the procurement or 
manufacturer’s risk within the meaning of Section 276 of the German Civil Code (BGB); 
• in cases of mandatory legal liability, in particular under the Product Liability Act. 

A reversal of the burden of proof at the expense of the customer is not connected with the above 
regulations. 

 



5.03 
Due to a breach of duty that does not consist in a defect, the customer can only withdraw or 
terminate if Net at Work is responsible for the breach of duty. A free right of termination of the 
customer (in particular pursuant to Sections 651, 649 of the German Civil Code) is excluded. In 
addition, the legal requirements and legal consequences apply. 

 
6. Place of performance and fulfillment 

 
6.01 
The place of performance and fulfillment for the services to be provided by Net at Work is always the 
operation of Net at Work. 

6.02 
The place of performance and performance for all services to be provided by the customer is the 
registered office of Net at Work. 

7. Jurisdiction and substantive law 

7.01 
For all disputes arising out of or in connection with the contractual relationship between the customer 
and Net at Work, the place of jurisdiction is Paderborn. In the above case, Net at Work is entitled to 
sue the contractual partner, including at its respective registered office. 

7.02 
The law of the Federal Republic of Germany applies to the exclusion of international uniform law, in 
particular the UN Convention on Contracts for the International Sale of Goods (CISG). 

 
8. Copyright 

 
NoSpamProxy © Net at Work GmbH 2005-2023 Bitdefender SDK 
© Bitdefender 1997-2023



Final determination 

Should any provision of these License Terms or any provision subsequently incorporated into them be, 
or become, ineffective, void or unenforceable in whole or in part, or if a loophole in these Terms and 
Conditions emerges, this shall not affect the validity of the remaining provisions. Section 306 para. 2 
and 3 BGB remain unaffected. 
  



Annex AV of the NoSpamProxy License Terms (NoSpamProxy Server) 
  
   

Order processing contract 
As of: March 2023 
  
between 
  
(Responsible party within the meaning of the GDPR, hereinafter referred to as “client”) 
  
and 
  
Net at Work GmbH 
  
Am Hoppenhof 32 A 
  
D-33104 Paderborn 
  
  
(Processor within the meaning of the GDPR, hereinafter referred to as “Contractor”) 
 

Preamble 

This Data Processing Agreement (DPA) specifies the obligations of the 
contracting parties under data protection law. 

  



§ 1 Definitions 

The definitions according to Art. 4 GDPR, § 2 UWG and § 2 TMG as well as § 2 
BDSG (new) apply. If contradictory definitions are found in the articles or 
paragraphs, the definitions in the order of precedence GDPR, UWG and TMG 
shall apply. The following definitions also apply: 

a. Anonymization: 
Process by which personal data are irreversibly altered, either by the data 
controller alone or in cooperation with another party, in such a way that 
the data subject cannot subsequently be identified, either directly or 
indirectly. (Source: DIN EN ISO 25237) 

b. Subcontractor: 
Service provider commissioned by the Contractor whose services and/or 
work are required by the Contractor to provide the services described in 
this contract to the Client. 

c. Processing by order: 
Processing on behalf is the processing of personal data by a contractor 
on behalf of the client. 

d. Instruction: 
An instruction is a written order issued by the client to the contractor to 
handle personal data in accordance with data protection regulations (e.g. 
anonymization, blocking, deletion, disclosure). The instructions are initially 
set out in a main contract and can then be amended, supplemented or 
replaced by the client in writing by means of individual instructions 
(individual instruction). 

  



§ 2 Object of the order 

i. The client is a customer of Net at Work and uses its 
product NoSpamProxy Server. Net at Work acts as a 
data processor for the client exclusively for the 
following purposes: Analysis of email metadata, 
subject lines and attachments to detect and defend 
against spam and malware. Email content is not 
transmitted to the contractor. Cloud services from Net 
at Work and other providers are used. Insofar as 
personal data is transmitted to these providers, they 
are designated and obligated as sub-processors. 

ii. For support purposes, Net at Work employees may be 
granted access to the customer's personal data after 
the customer has authorized access to the 
NoSpamProxy software installed on its premises for 
remote access to be monitored by the customer. 

After approval by the client or its end customer, the 
contractor receives access to the following personal 
data (by the client providing it with the data or 
allowing it access to the data), or the client allows the 
contractor to process the following personal data: 

 

iii. Name 

iv. email address 

v. Subject 

vi.  Date of dispatch and receipt 

vii.  Encryption and signing status of the email 

viii.  IP addresses 

ix.  Additional email metadata for 32Guards 

x. Certificates (NoSpamProxy Managed Certificates only) 

xi. Files attached to emails that may contain personal data 
(NoSpamProxy Sandbox only) 

Group of persons affected: 
 

xii. All employees of the organization who have or have access to an email inbox 
xiii. All persons who send emails to the customer's organization 

 
 
 

 
The client is aware that the cloud services used by NoSpamProxy Server and to which data is 
transmitted are automated systems for checking security features based on the transmitted data. The 
data is stored for a period of 3 months, used exclusively for analysis purposes and automatically and 
permanently deleted at the end of this period. If the sandbox option is used, file attachments are 
transmitted in full for analysis and then deleted immediately. The contractor does not regularly access 
the client's data. Instructions from the client regarding individual emails or groups of emails and their 
associated data are not provided due to the large volume and the standard nature of the services. This 

https://www.nospamproxy.de/wp-content/uploads/32Guards-Datenschutzerklaerung.pdf


does not affect the client's statutory authority to issue instructions. The expenses incurred by the 
issuing of instructions shall be remunerated separately to the contractor by the client at market 
conditions. 
 
§ 3 Responsibility 
  
Within the scope of this contract, the client is responsible for compliance with the statutory 
provisions, in particular for the lawfulness of data processing (while maintaining the protection of data 
secrecy (Art. 28 GDPR)) (“controller” within the meaning of Art. 4 No. 7 GDPR). 
  
The contents of this DPA shall apply accordingly if the testing or maintenance of automated processes 
or data processing systems is carried out on behalf of the client and access to personal data cannot be 
ruled out. 
  
Clients and contractors must ensure that the persons authorized to process the personal data have 
committed themselves to confidentiality or are subject to an appropriate statutory duty of 
confidentiality. To this end, all persons who have access to the client's personal data in accordance 
with the contract must be bound by data secrecy and instructed about their data protection 
obligations. Each party is responsible for obliging its own personnel. Furthermore, the people 
deployed must be made aware that data secrecy continues to apply even after the end of their work. 
  
The client and the contractor are responsible for compliance with the relevant data protection laws 
regarding the data to be processed. 
 
§ 4 Duration of the contract 

1.  The term of this DP Agreement shall be based on the term of the existing 
contracts between the Client and the Contractor, unless otherwise specified in 
the provisions of this DP Agreement. 

2.  The contracting parties are aware that no (further) order processing may be 
carried out without the existence of a valid DPA, e.g. upon termination of the 
present contractual relationship. 

3.  The right to terminate without notice for good cause remains unaffected. 

4.  Notices of termination must be in text form to be effective. 

§ 5 Authority of the client to issue instructions 

  

1. The data shall be handled exclusively within the framework of the agreements made and in 
accordance with the documented instructions of the client. Exceptions to this are cases in which 
the contractor is required to process data for compelling legal reasons. In such situations, the 
Contractor shall inform the client of the relevant legal requirements before processing begins, 
as far as possible. The client reserves the right to issue comprehensive instructions regarding 
the type, scope and procedure of data processing within the scope of the order description set 
out in this agreement, which it may specify in individual instructions. 

2.  The client's instructions shall be documented by the client and made available to the 
contractor as a signed copy immediately after documentation has been completed. 

3. Changes to the object of processing and procedural changes are covered by the client's 
authority to issue instructions and must be documented accordingly. In the event of a 
significant change to the order, the contractor shall have the right to object. If the client insists 
on the change despite the contractor's objection, the contractor shall have an ordinary right of 



termination with regard to the processing contract affected by the instruction and the 
components of the corresponding main contract affected by the processing agreement. If the 
contractor refuses to carry out the change, the client shall also have an ordinary right of 
termination. If the contract is terminated, the contractor shall continue to provide the 
contractually agreed services for the remaining term of the contract. 

4. The client shall confirm verbal instructions immediately in writing or by email (in text form). The 
contractor shall make a note of the date, time and person who issued the verbal instruction, as 
well as the reason why a written instruction could not be issued. 

§ 6 Place of performance 

  

The contractor shall provide the contractual services in the European Union (EU) or in the 
European Economic Area (EEA). If services are provided in part by subcontracted processors in a 
third country, the Contractor shall guarantee compliance with the relevant provisions of the 
GDPR and provide evidence of this upon request (conclusion of the EU standard contractual 
clauses). 

  

The client agrees to a relocation of a place of service provision within the country of performance 
for which consent has been given if it can be proven that an equivalent level of security is 
provided there and no legal provisions applicable to the client speak against this relocation. 

  

If the relocation of the service to another country is possible in accordance with the above 
provisions, this shall apply accordingly to any access or any view of the data by the Contractor, 
e.g. as part of internal controls or for the purposes of development, testing, administration or 
maintenance. 

Insofar as data processing may be carried out outside Germany in accordance with this 
agreement and the legal requirements for processing personal data on behalf of or transferring 
personal data abroad, the Contractor shall ensure compliance with and implementation of the 
legal requirements to ensure an adequate level of data protection in the event of relocation 
and cross-border data traffic. 

  



§ 7 Obligations of the contractor 

 The contractor may only collect, process or use data within the scope of the order and the 
instructions of the client. 

 The Contractor shall design the internal organization in its area of responsibility in such a way 
that it meets the special requirements of data protection. The Contractor shall take technical 
and organizational measures to adequately secure the Client's data against misuse and loss in 
accordance with the requirements of the relevant data protection regulations; the Contractor 
must provide evidence of these measures to the Client and, if applicable, to supervisory 
authorities upon request. This proof includes the implementation of the measures resulting 
from Art. 32 GDPR. The technical and organizational measures are subject to technical progress 
and further development. In this respect, the contractor is permitted to implement alternative, 
demonstrably adequate measures. In doing so, it must be ensured that the contractually agreed 
level of protection is not undercut. Significant changes must be documented. A description of 
these technical and organizational measures is provided in Annex 2 to this contract. 

The Contractor shall provide the Client with a meaningful and up-to-date data protection and 
security concept for this commissioned processing at the Client's request. 

The Contractor itself shall keep a record of the processing activities taking place at its premises 
within the meaning of Art. 30 GDPR. Upon request, it shall provide the client with the 
information required for the overview in accordance with Art. 30 GDPR. Furthermore, it shall 
make the list available to the supervisory authority upon request. 

The Contractor shall support the Client in the data protection impact assessment with all 
information available to it in return for fair market remuneration. If prior consultation with the 
competent supervisory authority is necessary, the Contractor shall also support the Client in 
this regard. 

The Contractor is obliged to treat as confidential all knowledge of third party secrets or a trade or 
business secret as well as data security measures of the Client obtained within the scope of the 
contractual relationship. 

The Contractor shall inform the Client immediately of any breaches by the Contractor or the 
persons employed by the Contractor within the scope of the contract of the Client's personal 
data protection regulations or the provisions set out in the contract. The information shall be 
sent to the e-mail address stored in the Contractor's CRM system when the order is placed. The 
Contractor shall take the necessary measures to secure the data and to minimize possible 
adverse consequences for the data subjects and shall immediately consult with the Client in this 
regard. The Contractor shall support the Client in fulfilling the information obligations towards 
the respective competent supervisory authority or the persons affected by a personal data 
breach in accordance with Art. 33, 34 GDPR. The Contractor shall not be entitled to make 
reports to the competent supervisory authority without the Client's consent. 

If a data subject contacts the Contractor directly to correct or delete their data, the Contractor 
shall forward this request to the Client without delay. 

  

If the Client is obliged under applicable data protection laws to provide a data subject with 
information on the collection, processing or use of that person's data, the Contractor shall assist 
the Client in providing this information, provided that the Client has requested the Contractor 
to do so in writing. 

The Contractor shall inform the Client immediately of any inspections and measures by the 
supervisory authorities or if a supervisory authority investigates the Contractor. 



The Contractor shall inform the Client immediately if, in its opinion, an instruction issued by the 
Client violates legal regulations. The Contractor shall be entitled to suspend the implementation 
of the corresponding instruction until it is confirmed or amended by the Client. 

Should the Client's data at the Contractor be jeopardized by seizure or confiscation, by insolvency 
or composition proceedings or by other events or measures of third parties, the Contractor 
shall inform the Client of this immediately. The Contractor shall immediately inform all persons 
responsible in this context that the sovereignty and ownership of the data lies exclusively with 
the Client as the person responsible within the meaning of GDPR. 

The Contractor shall not use the data provided for any purposes other than the fulfillment of the 
contract and shall not use any means of processing that have not been previously approved by 
the Client. 

The Contractor shall not store any patient data on systems that are outside the control of the 
Client or that are not subject to seizure protection. 

If the Contractor is obliged by Union or Member State law to process the data in another way, 
the Contractor shall notify the Client of these legal requirements prior to processing. The 
notification shall not be made if the relevant national law prohibits such notification due to an 
important public interest. 

The Contractor shall monitor and document the fulfillment of the aforementioned obligations 
and provide the Client with suitable evidence of this upon request. 

§ 8 Remote access for testing/maintenance of a system or other services via remote access 

The following additional rights/obligations of the Client/Contractor shall apply to the 
performance of remote access for the testing and/or maintenance of automated processes or 
data processing systems or for remote access for other services: 

1. Remote access in the context of testing and/or maintenance work on workstation systems 
shall only be carried out after approval by the respective authorized person / responsible 
employee of the client. 

2. Remote access in the context of testing and/or maintenance work on automated processes 
or data processing systems shall only be carried out with the consent of the Client if access 
to personal data cannot be ruled out with certainty. 

3. The Contractor's employees shall use appropriate identification and encryption procedures. 

4. Before carrying out remote access, the Client and the Contractor shall agree on any 
necessary data security measures in their respective areas of responsibility. 

5. Remote access as part of inspection and/or maintenance work shall be documented and 
logged. The client is entitled to monitor inspection and maintenance work before, during 
and after it is carried out. In the case of remote access, the client is - as far as technically 
possible - entitled to follow this from a control screen and to cancel it at any time. 

6. The Contractor shall only make use of the access rights granted to it to automated 
processes or data processing systems (in particular IT systems, applications) of the Client to 
the extent - also in terms of time - that is necessary for the proper performance of the 
commissioned maintenance and testing work. 

7. Insofar as activities for error analysis are required during the provision of services, for which 
knowledge (e.g. also read access) or access to active data (production/real data) of the 
Client is necessary, the Contractor shall obtain the prior consent of the Client. 



8. Activities for error analysis that require a data dump of the active data require the prior 
consent of the client. In the case of data extraction of the active operating data, the 
Contractor shall delete these copies, regardless of the medium used, after the error has 
been corrected. Effective data may only be used for the purpose of error analysis and 
exclusively on the equipment provided by the Client or the Contractor, provided that the 
Client's prior consent has been obtained. Active data may not be copied to mobile storage 
media (smartphones/notebooks, USB memory sticks or similar devices) without the Client's 
consent.  

9. Remote access in the context of inspection and/or maintenance work and all activities 
required in this context, in particular activities such as deletion, data transfer or error 
analysis, shall be carried out taking into account technical and organizational measures for 
the protection of personal data. In this context, the Contractor shall take the technical and 
organizational measures as described in the Annex. 

§ 9 Obligations of the client 

1. The client is solely responsible for assessing the permissibility of the data processing and for 
safeguarding the rights of the data subjects. Within its area of responsibility, the client shall 
ensure that the legally necessary conditions are created (e.g. by obtaining declarations of 
consent for the processing of the data) so that the contractor can provide the agreed services 
without infringing the law. 

2. The Client must inform the Contractor immediately and in full if it discovers errors or 
irregularities regarding data protection regulations when checking the results of the order. 

3. The client is responsible under data protection law regarding the procedures used by the 
contractor and approved by the client for the automated processing of personal data and - in 
addition to the contractor's own obligation - also has the obligation to keep a record of 
processing activities. 

4. The client is obliged to inform the supervisory authority or those affected by a personal data 
breach in accordance with Art. 33, 34 GDPR. 

5. The client shall stipulate the measures for the return of the data carriers provided and/or the 
deletion of the stored data after completion of the order by contract or by instruction. 

6. The Client is obliged to treat as confidential all knowledge of the Contractor's trade secrets and 
data security measures obtained during the contractual relationship. 

7. The Client shall ensure that the requirements resulting from Art. 32 GDPR regarding the security 
of processing are complied with on its part. This applies in particular to remote access by the 
contractor to the client's databases. 

8. If the client issues individual instructions that go beyond the contractually agreed scope of 
services, the resulting costs shall be borne by the client. If the agreed scope of services is 
exceeded, a separate written agreement must be made in advance. 

§ 9 Control rights of the client 

1. The client has selected the contractor on the basis that it offers sufficient guarantees to 
implement appropriate technical and organizational measures in such a way that the processing 
is carried out in accordance with the requirements of the GDPR and ensures the protection of 
the rights of the data subject. He documents the result of his selection. For this purpose, he 
can, for example, take into account data protection-specific certifications or data protection 
seals and test marks, obtain written information from the contractor, obtain a certificate from 
an expert or, after timely notification during normal business hours, convince himself personally 
or through a competent third party, who must not be in a competitive relationship with the 



contractor, of compliance with the agreed regulations without disrupting business operations. 

2. If the Contractor or the persons employed by the Contractor within the scope of the contract 
are in breach of the Client's personal data protection regulations or the provisions set out in the 
contract, a related audit may also be carried out without timely notification. Disruption to the 
Contractor's operations should also be avoided as far as possible in this case. 

3. The Contractor shall support the implementation of the order monitoring by means of regular 
checks by the Client regarding the execution or fulfillment of the contract, in particular 
compliance with and, if necessary, adjustment of regulations and measures for the execution of 
the order. In particular, the Contractor undertakes to provide the Client with all information 
required to carry out an inspection within a reasonable period upon written request. 

4. The Client must inform the Contractor immediately and in full if it discovers errors or 
irregularities regarding data protection regulations during the audit. 

§ 11 Correction, restriction of processing, deletion and return of data carriers 

1. During the ongoing assignment, the Contractor shall only correct, delete or block the 
contractual data at the instruction of the Client. 

2. After completion of the contractual work - or earlier at the request of the Client - the 
Contractor shall delete or destroy data in accordance with data protection regulations at the 
instruction of the Client, unless there is a legal obligation to retain it. The deletion log must be 
submitted on request. 

3. If additional costs are incurred after termination of the contract due to the release or deletion 
of the data, these shall be borne by the client. 

4. Documentation that serves as proof of proper data processing in accordance with the order 
shall be retained by the Contractor beyond the end of the contract in accordance with the 
respective retention period. The Contractor may hand them over to the Client at the end of the 
contract to discharge the Client. 

5. The Client may at any time, i.e. both during the term and after termination of the contract, 
request the correction, deletion, restriction of processing (blocking) and surrender of data by 
the Contractor, if the Contractor is able to comply with this request. 

6. The Contractor shall correct, delete or block the contractual data if instructed to do so by the 
Client. If a data subject contacts the Contractor directly to correct or delete their data, the 
Contractor shall forward this request to the Client without delay. 

7. If it is not possible for the Client to take back the data, it shall inform the Contractor in writing 
in good time. The contractor is then entitled to delete personal data on behalf of the client. 

8. In the case of test and scrap materials, an individual order for deletion is not required; these 
must be deleted. 

§ 12 Subcontractors 

1. The Contractor shall not make use of any subcontractor without the prior explicit written or 
general written approval of the Client. This shall apply in the same way in the event that further 
subcontracting relationships are established by subcontractors. The Contractor shall ensure 
that a corresponding authorization from the Client has been obtained for all other 
subcontractors used in connection with the contractual processing. 

2. The following provisions shall apply accordingly both to the subcontractor and to all other 
subcontractors subsequently engaged. 



3. In the event of general written approval, the Contractor shall always inform the Client of any 
intended change with regard to the use or replacement of subcontractors, giving the Client the 
opportunity to object to such changes. If the Client refuses to give its consent by objecting for 
reasons other than good cause, the Contractor may terminate the contract at the time of the 
planned use of the subcontractor. 

4. The Client agrees that the Contractor may use affiliated companies of the Contractor to fulfill its 
contractually agreed services. However, each subcontractor (affiliated company) must be 
notified to the Client in writing prior to commissioning, so that the Client can prohibit the 
commissioning if there are important reasons. 

5. At the time of conclusion of this Agreement, the companies named in Annex 1 to this 
Agreement are acting as subcontractors for partial services for the Contractor and also process 
and/or use the Client's data directly in this context. Consent for these subcontractors to act is 
deemed to have been granted. 

6. The contractor must carefully select subcontractors with particular regard to their suitability for 
fulfilling the technical and organizational measures agreed between the client and the 
contractor. 

7. If the Contractor is authorized within the meaning of this Agreement to use the services of a 
subcontractor to carry out certain processing activities on behalf of the Client, the same 
obligations shall be imposed on this subcontractor by way of a contract as set out in this 
Agreement between the Client and the Contractor, in particular with regard to the 
requirements for confidentiality, data protection and data security between the contracting 
parties to this Agreement and the Client's rights of control and review described in this DP 
Agreement. Sufficient guarantees must also be provided to ensure that the appropriate 
technical and organizational measures are implemented in such a way that the processing is 
carried out in accordance with the requirements of the GDPR. 

8. Upon written request, the Client shall be entitled to obtain information from the Contractor 
about the data protection obligations of the subcontractor, if necessary also by inspecting the 
relevant contract documents. 

9. A subcontractor relationship requiring consent does not exist if the contractor commissions 
third parties as part of an ancillary service to the main service, such as personnel, postal and 
shipping services. However, the contractor is obliged to make appropriate and legally compliant 
contractual agreements and take control measures to ensure the protection and security of the 
client's data, even in the case of externally commissioned ancillary services. The ancillary 
services must be specified in detail in advance. 

10. If the subcontractor fails to comply with its data protection obligations, the contractor shall be 
liable to the client for compliance with the obligations of that subcontractor. 

§ 13 Right of retention 

The defense of the right of retention, regardless of the legal grounds, to the contractual data as well as 
to any existing data carriers is excluded. 

§ 14 Liability 

1. The client and the contractor shall be jointly liable to the respective data subject for any 
damage caused by processing that does not comply with GDPR. 

2. The Contractor shall be liable exclusively for damage caused by processing carried out by it in 
which it 

a. he has not complied with the obligations resulting from the GDPR and specifically 



imposed on processors or 

b. he acted in non-compliance with the lawful instructions of the Client, or 

c. he has acted contrary to the lawfully issued instructions of the client. 

3. Insofar as the Client is obliged to pay damages to the person concerned, it reserves the right of 
recourse against the Contractor. 

4. However, in the internal relationship between the Client and the Contractor, the Contractor 
shall only be liable for the damage caused by processing if 1. it has not complied with its 
obligations specifically imposed on it by the GDPR or 2. it has acted in disregard of the lawfully 
issued instructions of the Client or against these instructions. 

5. Further liability claims under general law remain unaffected. 

§ 15 Written form clause 

Amendments and additions to this agreement and all its components - including any assurances made 
by the Contractor - must be made in writing and must expressly state that they are an amendment or 
addition to these provisions. The written form requirement also applies to the waiver of this formal 
requirement. 

§ 16 Choice of law, place of jurisdiction 

1.  German law shall apply. 

2.  The place of jurisdiction is Paderborn. 

 

Annex 1 to the order processing contract 

Net at Work has commissioned the following sub-processors as part of the above-mentioned data 
processing relationship: 

Subcontractor: Bitdefender SRL. 

Transmitted data Purpose Place of processing 
   

Email and file metadata  Detection of spam and malware 
emails 

EU and USA using the EU standard 
contractual clauses 

Subcontractor: Amazon Web Services Inc. (AWS) 

  

Transmitted data 
 

Purpose Place of processing 

   
Email and file metadata Detection of spam and 

malware emails 
 

EU 



Annex 2 to the data processing agreement: 

Proof of general technical and organizational measures 

Technical and organizational measures, subcontractors 

 

1. The Contractor and the Client agree on the specific technical and organizational security 
measures set out in paragraph (5) in accordance with Section 64 BDSG (new). 

2. The Contractor is entitled to replace these measures with adequate alternatives, provided that 
this does not fall below the safety level of the measures specified in paragraph (5). Significant 
changes must be documented. 

3. Upon request, the Contractor shall provide the Client with the information required to comply 
with its obligation to monitor the order and make the corresponding evidence available. Due to 
the Client's obligation to monitor before the start of data processing and during the term of the 
contract, the Contractor shall ensure that the Client can satisfy itself of compliance with the 
technical and organizational measures taken. To this end, the Contractor shall provide the 
Client with evidence of the implementation of the technical and organizational measures in 
accordance with Section 64 BDSG (new) upon request. Proof of the implementation of such 
measures, which do not only relate to the specific order, can also be provided by submitting a 
current certificate, reports from independent bodies (e.g. auditors, data protection officer, IT 
security department, data protection auditors) or suitable certification through an IT security or 
data protection audit (e.g. in accordance with BSI basic protection). 

4. Upon written notice, the Client may, at any time during normal business hours, inspect the 
adequacy of the measures for compliance with the technical and organizational requirements 
of the relevant data protection laws for commissioned data processing by a third party bound 
to professional secrecy for inspection purposes at the Contractor's premises without disrupting 
operations. 

5. The following specific technical and organizational measures apply: 

a. Access control 
Unauthorized persons are denied access to data processing systems with which 
personal data is processed or used.  

b. Access control 
Data processing systems are prevented from being used by unauthorized persons. 
Access can only be gained via an access control system. Additional technical security 
devices such as firewalls are also used in the communication chain. Where technically 
possible and economically viable, suitable encryption technologies are used. 

c. Access control 
The persons authorized to use a data processing system can only access the data 
subject to their access authorization, and personal data cannot be read, copied, 
changed or removed without authorization during processing, use and after storage. 
Where technically possible and economically justifiable, suitable encryption 
technologies are used for this purpose. 

d. Transfer control 
Personal data cannot be read, copied, altered or removed without authorization during 
electronic transmission or during its transport or storage on data carriers, and it is 
possible to check and determine to which bodies personal data is to be transmitted by 
data transmission devices. Where technically possible and economically justifiable, 
suitable encryption technologies are used for this purpose.  



e. Input control 
It is possible to subsequently check and determine whether and by whom personal data 
has been entered into, modified or removed from data processing systems. 

f. Order control 
Personal data that is processed on behalf of the client can only be processed in 
accordance with the client's instructions. The data submitted for processing will only be 
processed in accordance with the statutory provisions within the framework of the 
instructions of the respective client and, in particular, will not be passed on to 
unauthorized third parties. The scope of instructions is clearly defined in particular by 
the contract for data processing on behalf of the client, taking into account the 
mandatory content in accordance with Section 62 (5) BDSG and also by the application 
description of the service programs. The same applies to order-related information; it is 
provided exclusively to the client or within the scope of the client's instructions. 
Exceptions to the specific framework of instructions apply to processing for technical 
reasons, e.g. for internal data backup.  

g. Availability control 
Personal data is protected against accidental destruction or loss.  
Numerous data security measures ensure that personal data and other data worthy of 
protection are protected against accidental destruction or loss. In addition, 
uninterruptible power supply facilities are available for the data centers in the event of 
a power failure. 

h. Separation control 
Data collected for different purposes can be processed separately. 
The principle of functional separation exists in all important areas; this means that all 
departments involved in data processing are functionally, organizationally and spatially 
separated. The principle of functional separation is also largely implemented within the 
organizational units; data worthy of protection is only made available to employees to 
the extent that is absolutely necessary for the assigned, lawful fulfillment of tasks. To 
ensure this, defined rights profiles are assigned to the various functional areas and 
administered centrally. 

6. The Contractor shall only award contracts to subcontractors with the prior express written 
consent of the Client. Services that the Contractor uses from third parties as an ancillary service 
to support the execution of the order, such as telecommunications services and maintenance, 
are not considered subcontractor services within the meaning of this provision. However, the 
contractor is obliged to make appropriate and legally compliant contractual agreements and to 
take control measures to ensure the protection and security of the client's data, even in the 
case of ancillary services outsourced to third parties. 

7. If the Contractor engages subcontractors, it shall ensure that the contractual agreements with 
the subcontractor are designed in such a way that the level of data protection at least 
corresponds to the agreement between the Client and the Contractor and that all legal and 
contractual obligations are observed.  

8. The client is entitled to obtain information about the essential content of the contract and the 
implementation of the subcontractor's data protection obligations upon written request from 
the contractor. 
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