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General Terms of Use   

of Net at Work   

 for the software ‘NoSpamProxy Cloud’   
(as of March 2026) 

This English version of our Terms of Use is provided for convenience and better under-
standing only. In case of any discrepancies or differences in interpretation between this 
translation and the original German version, the German version shall prevail. The Ger-
man version is the only legally binding document. 

1. Preample 

NoSpamProxy Cloud is a service provided by Net at Work GmbH that automatically pro-
cesses incoming and outgoing emails from a mail domain and offers security functions. De-
pending on the contractually agreed scope, the service offers 

• spam and malware protection, 
• email encryption and signature, 
• automatic certificate management, 
• secure transfer of large files, 
• automatic appending of email signature and disclaimer texts. 

NoSpamProxy Cloud acts as an email gateway and only stores emails for the duration of 
processing; no mailbox services are available.    

2. Scope 

2.1 
These Terms of Use apply to all business relationships between Net at Work GmbH, based in 
Paderborn (hereinafter: ‘Net at Work’) and its customers regarding the use of the software ‘No-
SpamProxy Cloud’ (hereinafter: ‘Software’) as Software-as-a-Service (‘SaaS’).   

   
Net at Work's offer is aimed exclusively at businesses (§ 14 BGB), legal entities under public law 
and special funds under public law. 

 

2.2 
These Terms of Use shall always and exclusively apply. Deviating, conflicting or supplementary 
general terms and conditions of the customer shall only become part of the contract if and 
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insofar as Net at Work has expressly agreed to their validity in writing. 
 
 
Individual agreements made with the customer in individual cases (including collateral agree-
ments, supplements and amendments) shall in any case take precedence over these Terms of 
Use. Subject to proof to the contrary, a written contract or written confirmation from Net at 
Work is authoritative for the content of such agreements. 

 

2.3 
References to the validity of statutory provisions are for clarification purposes only. Even with-
out such clarification, the statutory provisions shall therefore apply unless they are directly 
amended or expressly excluded in these Terms of Use.   
 

3. Subject matter of the contract 

3.1 
The subject of the contract is the granting of the use of the software by the customer via 
the Internet for a fee and for a limited period of time for the duration of the contract, as 
well as the provision of services on servers of Net at Work or a subcontractor commissioned 
by Net at Work. 
 
Details can be found in the currently valid functional scope description, available at 
https://www.nospamproxy.de/de/email-security-cloud/ (hereinafter: “Website”), and the 
agreed availabilities under Sections 4 and 5. The usable functional scope results from the 
functional modules of the software licensed by the customer. 
 
3.2 
The respective functional scope of the NoSpamProxy software that Net at Work uses to 
provide the NoSpamProxy Cloud service can be found in the current functional description 
or the product sheet. The scope of functions described is not binding and may change due 
to technical developments.  
 
The functional description at the start of the contract is decisive for the functions and prop-
erties of the software. Net at Work only owes its adaptation to the state of the art and not 
to the needs of the customer.   
 

4. Net at Work services, software, “Managed Certificates” 

4.1 
Net at Work grants the customer the use of the current version of the software for the 
agreed number of mailboxes via the Internet by means of access to an administration area. 
A mailbox is any email address with its own mailbox in the customer's email system. This 

https://www.nospamproxy.de/en/e-mail-security-cloud/
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also includes function addresses, for example. Mailboxes with several email addresses are 
counted as one mailbox. If the Customer's outgoing emails are found to be harmful or spam, 
Net at Work may stop processing emails or take other appropriate measures of its own 
choice to avoid damage to the Customer and the NoSpamProxy Cloud software platform 
(e.g. IP addresses on block lists).   
  
If the Customer uses email forwarding (also in the context of distribution lists) to external 
email addresses, the Customer must ensure that the sender address is rewritten in accord-
ance with the Sender Rewrite Scheme (SRS). Forwarded emails without a rewritten sender 
address will be rejected. 
 
4.2 
Net at Work guarantees the functionality and availability of the software for the duration 
of the contractual relationship and will maintain it in a condition suitable for contractual 
use. The functional scope of the software and the conditions of use can be found in the 
current functional scope description or the product sheet, available on the Net at Work 
website. 
 
4.3. 
Net at Work may update and/or further develop the software at any time (in particular 
through patches, updates and upgrades) and adapt it in particular due to changes in the 
legal situation, technical developments and to improve IT security. Net at Work can also 
adapt the software if (i) the adaptations are beneficial to the customer and/or (ii) the ad-
aptations are only of a technical or procedural nature and have no significant impact on the 
customer. 
 
Net at Work will take appropriate account of the customer's legitimate interests and, where 
possible, inform the customer in good time of any necessary adjustments.   
  
In the event of a significant impairment of the customer's legitimate interests, the customer 
has a special right to terminate the contract on the date of the change. Notice of termina-
tion must be given within two weeks of the customer receiving notification of the adjust-
ment to the service/software.   
 
4.4 
Net at Work will regularly maintain the software and inform the customer of any associated 
restrictions in good time via the status page. The status page can be accessed via the ad-
dress https://status.cloud.nospamproxy.com/. Maintenance will be carried out regularly 
outside the customer's normal business hours, unless maintenance must be carried out at 
a different time for compelling reasons. 
 
 

https://status.cloud.nospamproxy.com/
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4.5 
Net at Work provides the customer with performance on servers for the purpose of using 
the software up to the scope agreed in the order. 
 
4.6 
State-of-the-art measures are taken to protect the data of Net at Work. However, Net at 
Work has no duty of custody or care regarding the data. Rather, the customer is solely re-
sponsible for sufficient (regular) backup of the data. 
 
4.7  
Service limitation - Each mailbox is limited to sending emails to 800 recipients per hour and 
8,000 recipients in 24 hours. Receiving per mailbox is limited to 3,600 emails per hour. If 
this value is exceeded, Net at Work limits outgoing mails to these values and rejects mails 
exceeding these values. 
 
4.8 
If the use of Managed Certificates has been agreed, the customer thereby authorizes Net 
at Work to apply for and manage certificates for the customer's employees at affiliated 
Trust Centers on the customer's behalf, to carry out the necessary validations and to accept 
the contractual conditions specified by the respective Trust Center on behalf of the cus-
tomer. The customer is obliged to comply with the respective terms of use for the certifi-
cates contained in Appendix 1.   
 
4.9 
The place of performance and fulfillment for the services to be provided by Net at Work is 
always the transfer point defined in Section 6.1. 
 
4.10 
Product support, i.e. in particular questions about the functions or operation of the soft-
ware, is not included in the scope of services, but is only provided by Net at Work based on 
a separate support contract for a separate fee. 
 

5. Scope and rights of use of the software, observance of restrictions   

5.1 
The software is not physically transferred to the customer. 
 
5.2 
The customer receives simple, i.e. non-sublicensable and non-transferable rights (“license”) 
to the current version of the software for the contractually agreed number of email boxes, 
limited to the duration of the contract, to use the software by means of access through 
authentication options specified by Net at Work in accordance with the contractual 
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provisions. The use of the software by affiliated companies within the meaning of § 15 AktG 
of the customer is covered by the license, provided that the customer has obliged the affil-
iated companies to comply with these terms of use.   
 
Distributors and resellers (hereinafter collectively referred to as “Partners”) of Net at Work 
may sublicense the Software to their customers in the ordinary course of their business to 
the extent of the license, provided that the Partner has obligated its customer to comply 
with these Terms of Use. 
 
5.3 
Furthermore, the customer may only use the software within the scope of his own business 
activities by his own personnel. The customer is not permitted to use the software for any 
other purpose. 
 
5.4 
The customer must comply with all applicable export restrictions or other restrictions under 
commercial law, such as embargoes, (together: “Restrictions”) when using the software or, 
in the case of a partner, also when distributing the software. In the event of a breach of 
Restrictions, Net at Work reserves the right to suspend its services immediately and/or ter-
minate the contract without notice for good cause.   

 
6. Service levels and troubleshooting 

6.1 
Net at Work guarantees an overall annual average availability of the services (software) of 
at least 99.9% at the transfer point for a contract term of one or more years. The transfer 
point is the router exit of the Net at Work data center.    
 
For contracts with a monthly term, Net at Work guarantees an overall monthly average 
availability of 99% at the transfer point in relation to the overall annual average availability 
of 99.9%.  
 
6.2 
Availability is deemed to be the customer's ability to use all main functions of the software. 
Maintenance times as well as times of malfunction in compliance with the rectification time 
are considered times of availability of the software. Times of insignificant malfunctions are 
not taken into account when calculating availability, nor are times of non-availability due 
to circumstances beyond the control of Net at Work, in particular cases of force majeure. 
The measuring instruments of Net at Work in the data center are decisive for the proof of 
availability. 
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6.3 
The customer must report faults immediately to the contact points set up by Net at Work 
for this purpose. Fault reporting and rectification is guaranteed Monday to Friday (exclud-
ing national holidays) between 9:00 a.m. and 5:00 p.m. (“service hours”). 
 
6.4 
Serious faults (the use of the software as a whole or a main function of the software is not 
possible) will be rectified by Net at Work outside service hours at the latest within 4 hours 
of receipt of the notification of the fault - provided that the notification is made within 
service hours (“rectification time”). If it is foreseeable that it will not be possible to rectify 
the fault within this period, Net at Work will inform the customer of this immediately and 
notify the customer that the period is likely to be exceeded. 
 
6.5 
Other significant faults (main or secondary functions of the software are disrupted but can 
be used; or other not merely insignificant faults) will be rectified within 12 hours at the 
latest within the service hours (rectification time). 
 
6.6 
The elimination of insignificant faults is at the discretion of Net at Work. 
 

7. Customer duties 

7.1 
The customer must protect and store the access data transmitted to him against access by 
third parties in accordance with the state of the art. The customer shall ensure that use is 
only made within the contractually agreed scope. Unauthorized access must be reported 
to Net at Work immediately in writing. 
 
7.2 
If the customer uses the software to provide services for its customers (end customer), it is 
obliged to agree the terms of this user agreement with its customers accordingly. 
 
7.3 
The customer is obliged not to use the services of Net at Work to violate applicable law, 
official orders, third-party rights or agreements with third parties. The customer shall in-
demnify Net at Work against claims asserted by third parties due to a breach of this clause 
upon first request. 
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7.4 
The customer shall check the data for viruses or other harmful components before using 
the software and shall use state-of-the-art measures (e.g. virus protection programs) for 
this purpose. 

 
7.5 
If the customer uses the Managed Certificates option, he automatically agrees to the con-
tractual conditions of the respective Trust Center listed in Annex 1. 
 

8. Terms of payment 

8.1 
The prices and costs are subject to the applicable value added tax. 
 
8.2 
Unless otherwise agreed, Net at Work shall invoice its services at the beginning of the 
agreed billing interval of the contract term.  Discounts are only granted if expressly agreed 
in writing.  
 
8.3 
If the customer is in default of payment, the customer shall owe default interest at the 
applicable statutory default interest rate.   
 
8.4 
The place of performance for payments to be made to Net at Work is the registered office 
of Net at Work.   
 
8.5 
The customer may only offset undisputed or legally established claims. 

  



 
 

Seite 8 von 27 
 

9. Warranty 

9.1 
The software provided essentially corresponds to the current functional scope description 
or the product sheet, available on the Net at Work website.   
 
9.2 
Regarding the granting of the use of the software, the warranty provisions of tenancy law 
(Sections 535 et seq. BGB) shall apply, unless otherwise stated in these Terms of Use. The 
provisions of Section 536b BGB (knowledge of the tenant of the defect upon conclusion of 
the contract or acceptance) and Section 536c BGB (defects occurring during the rental pe-
riod, notification of defects by the tenant) shall apply. However, the application of Section 
536a (2) BGB (tenant's right to rectify defects himself) is excluded.   
 
9.3 
The warranty for only insignificant reductions in the suitability of the service/software is 
excluded.   
 
9.4 
Any claims for damages by the customer shall be subject to the limitations set out in clause 
10.   

 
10. Other liabilities of Net at Work 

10.1 
Unless otherwise specified in these terms of use, subject to section 10.2 below, claims for 
damages and reimbursement of expenses by the customer against Net at Work are ex-
cluded, regardless of the legal grounds. This also applies to claims for damages in tort (e.g. 
§ 823 BGB).   
 
Insofar as liability is excluded or limited, this also applies to the personal liability of employ-
ees, workers, staff, representatives and vicarious agents of Net at Work.    
 
10.2 
The limitations of liability in these General Terms and Conditions do not apply 

(i) insofar as the cause of the damage is based on intent or gross negligence on the 
part of Net at Work or its representatives or vicarious agents; 

(ii) in the event of culpable breach of essential contractual obligations, whereby in this 
case the compensation for damages is limited to the typical contractual damage 
foreseeable at the time the contract was concluded. Material contractual obliga-
tions are those obligations which protect the legal positions of the contractual part-
ner which are material to the contract and which the contract must grant him in 
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accordance with its content and purpose; material contractual obligations are also 
those contractual obligations whose fulfillment is essential for the proper execution 
of the contract and on whose compliance the customer has regularly relied and 
may rely; 

(iii) in the event of damage resulting from injury to life, limb and health; 
(iv) in the event of delay, insofar as a fixed delivery date has been agreed; 
(v) in the event of fraudulent concealment of a defect; 
(vi) if Net at Work assumes a guarantee and/or the procurement or manufacturer's risk 

within the meaning of § 276 BGB; 
(vii) in cases of mandatory statutory liability, in particular under the Product Liability 

Act. 

A reversal of the burden of proof to the detriment of the customer is not associated with the 
above provisions. 
 
10.3 
Strict liability for initial defects (Section 536a (1) BGB) is excluded. 

11. Contract term, commencement and termination 

11.1 

Unless otherwise agreed, the contract term is 12 months from the start of the contract. The 
start of the contract is specified in the order. The contract term is automatically extended 
by the original contract term if the contract is not terminated by one of the parties within 
the defined notice period. Unless a separate notice period has been agreed, the notice pe-
riod is 3 months. 

11.2 

The right to terminate without notice for good cause remains unaffected.   
 
The customer's right to terminate the contract in accordance with section 4.3 (special ter-
mination in the event of certain service changes) and Net at Work's right to terminate the 
contract in accordance with section 13 (special termination in the event of objection to 
changes to these terms of use) also remain unaffected. 
 
11.3 
Any termination must be in writing (see § 126 BGB). 
 

12. Data protection and confidentiality 

12.1 
The parties shall comply with the applicable data protection provisions applicable to them. 
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12.2 
The parties shall conclude a separate order processing contract, which is attached to this 
contract as Annex 2. Net at Work shall process the relevant personal data solely in accord-
ance with the provisions set out therein and in accordance with the customer's instructions. 
 
12.3 
Net at Work undertakes to maintain secrecy about all confidential information (including 
business secrets) that it learns in connection with this contract and its execution and not to 
disclose, pass on or otherwise use it to third parties. Confidential information is information 
that is marked as confidential, regardless of whether it has been communicated in written, 
electronic, embodied or verbal form. The confidentiality obligation does not apply if Net at 
Work is obliged to disclose the confidential information by law or on the basis of a final or 
legally binding official or court decision. It also does not apply if the data has already been 
disclosed or is subsequently disclosed without breach of this confidentiality agreement. 
 

13. Reservation of right to change terms of use 

Net at Work is entitled to change or amend the terms of use (together: “changes”). To this 
end, Net at Work will announce the changes to the customer by email with a lead time of 
four weeks. If the customer does not object to the amended terms of use in writing within 
two weeks of receipt of the email, the amended terms of use are deemed to have been 
accepted. In the event of an objection in due form and time, the original terms of use shall 
continue to apply; in this case, Net at Work is entitled to terminate the contract with a 
notice period of four weeks after receipt of the objection to the end of the month (special 
right of termination).  This does not affect any shorter ordinary notice periods agreed be-
tween the parties.   
 

14. Headings / Definition 

14.1 
Headings in these terms of use are for ease of reading only and have no influence on the 
meaning and interpretation of the individual provisions. 
 
14.2 
Written declarations of intent and knowledge within the meaning of these Terms of Use 
shall also include declarations sent by fax or email. 

 

15. Final provisions 

15.1 
The assignment or transfer of claims by the customer is only permitted with the consent of 
Net at Work. 
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15.2 
If the customer is a merchant within the meaning of the German Commercial Code, a legal 
entity under public law or a special fund under public law, the exclusive - also international 
- place of jurisdiction for all disputes arising directly or indirectly from the contractual rela-
tionship is the registered office of Net at Work in Paderborn.    
  
However, Net at Work is also entitled in all cases to take legal action at the customer's 
general place of jurisdiction. Overriding statutory provisions, in particular regarding exclu-
sive jurisdiction, remain unaffected. 
 
15.3 
The law of the Federal Republic of Germany shall apply exclusively, to the exclusion of in-
ternational uniform law, in particular the UN Convention on Contracts for the International 
Sale of Goods (CISG). 
 
15.4 
Should a provision of these Terms of Use or a provision subsequently incorporated into 
them be or become invalid, void or unenforceable in whole or in part, or should a loophole 
be found in these Terms of Use, this shall not affect the validity of the remaining provisions. 
§ Section 306 (2) and (3) BGB remain unaffected. 
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Annex 1 to the User Agreement for NoSpamProxy Cloud 
 

Data Processing Agreement 

between  

 

the customer named in the order for the NoSpamProxy Cloud software service   

(responsible party within the meaning of the GDPR, hereinafter referred to as the ‘Client’)  

  

and  

  

Net at Work GmbH  

Am Hoppenhof 32 A  

33104 Paderborn  

(Processor within the meaning of the GDPR, hereinafter referred to as ‘Contractor’) 

 

Preamble 

This Data Processing Agreement (DPA) specifies the obligations of the contracting parties under data 
protection law. 

§ 1 Definitions  

The definitions according to Art. 4 GDPR, § 2 UWG and § 2 TDDDG as well as § 2 BDSG (new) apply. If 
contradictory definitions are found in the articles or paragraphs, the definitions in the order of prece-
dence of GDPR, UWG and TDDDG apply. The following definitions also apply: 

1. Anonymisation: 
Process by which personal data is irreversibly altered, either by the data controller alone or 
in cooperation with another party, in such a way that the data subject can no longer be iden-
tified either directly or indirectly. (Source: DIN EN ISO 25237) 
 

2. Subcontractor: 
Service provider commissioned by the Contractor whose services and/or work are required 
by the Contractor to provide the services described in this contract to the Client. 
 

3. Processing by order: 
Processing by order is the processing of personal data by a contractor on behalf of the client. 
 

4. Instruction:  
Instruction is the written order of the client aimed at a specific data protection-related han-
dling (e.g. anonymisation, blocking, deletion, disclosure) of personal data by the contractor. 
The instructions are initially set out in a main contract and can then be amended, 
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supplemented or replaced by the client in writing by means of individual instructions (individ-
ual instruction). 

§ 2 Subject of the order  

• Analyses of incoming and outgoing emails from the client's employees to detect spam, mal-
ware and other security risks, as well as the encryption and decryption of emails. 

The Contractor receives access to the following personal data (in that the Client has the incoming 
emails sent to it by disclosing an IP address of the Contractor and sends it outgoing emails from its 
mail server), or the Client authorises the Contractor to process the following personal data: 

• Name  
• Email address  
•  Subject  
•  Content of the emails and attachments  
•  Date sent and received  
•  Encryption and signing status of the email  
•  IP addresses  
•  Other email metadata for 32Guards  
•  Certificates (NoSpamProxy Managed Certificates only)  
•  Files attached to emails that may contain personal data (NoSpamProxy Sandbox only) 

Affected group of persons:  

• All employees of the organization or other third parties, such as consultants, etc., who have 
an email account or access to one.   

• All individuals who send emails to the customer’s organization 

The Client is aware that the NoSpamProxy SaaS service is a largely standardised check of emails for 
viruses, malware and spam, encryption and other forms of checking and conversion, which is carried 
out in accordance with the state of the art using a set of rules agreed with the Client. The data is 
stored for a period of 3 months, used exclusively for analysis purposes and automatically and perma-
nently deleted at the end of this period. If the sandbox option is used, file attachments are trans-
ferred in full for analysis and then deleted immediately. The contractor does not regularly access the 
client's data. Instructions from the client regarding individual emails or groups of emails are not pro-
vided due to the large volume and the customary nature of the service. This does not affect the Cli-
ent's statutory authority to issue instructions. The expenses incurred by the issuing of instructions 
shall be remunerated separately by the Client to the Contractor at market conditions. 
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§ 3 Responsibility 

1. Within the scope of this contract, the client is responsible for compliance with the statutory 
provisions, in particular for the lawfulness of data processing (while maintaining the protec-
tion of data secrecy (Art. 28 GDPR)) (“ responsible party” within the meaning of Art. 4 No. 7 
GDPR). 
 

2. The contents of this DPA apply accordingly if the testing or maintenance of automated pro-
cesses or data processing systems is carried out on behalf of the client and access to personal 
data cannot be ruled out. 

3. Clients and contractors must ensure that the persons authorised to process the personal 
data have committed themselves to confidentiality or are subject to an appropriate statutory 
duty of confidentiality. To this end, all persons who have access to the client's personal data 
in accordance with the contract must be bound to data secrecy and instructed about their 
data protection obligations. Each party is responsible for obligating its own personnel. Fur-
thermore, the persons deployed must be informed that data secrecy continues to apply even 
after the end of their work. 

4. The Client and the Contractor shall be responsible for compliance with the relevant data pro-
tection laws with regard to the data to be processed. 
 

§ 4 Duration of the order 

1. The term of this DPA is based on the term of the existing contracts between the Client and 
the Contractor, unless otherwise stated in the provisions of this DPA.   

2.  The contracting parties are aware that no (further) order processing may be carried out 
without the existence of a valid DPA, e.g. upon termination of the present contractual rela-
tionship.   

3.  The right to terminate without notice for good cause remains unaffected.  
4.  Cancellations must be made in writing to be effective. 

 

§ 5 Authority of the client to issue instructions 

1. The data shall be handled exclusively within the framework of the agreements made and, 
where applicable, in accordance with documented instructions from the client. This does not 
apply to situations in which the Contractor is required to process data for compelling legal 
reasons. In such situations, the Contractor shall inform the Client of the relevant legal re-
quirements prior to the start of processing as far as possible. The Client reserves the right to 
issue comprehensive instructions regarding the type, scope and procedure of data processing 
within the scope of the order description set out in this agreement, which it may concretise 
through individual instructions. 

2. The client's instructions must be issued in text form and shall be documented by the client. 
The time and effort required to implement the instructions shall be remunerated separately 
by the client at market conditions. 

3. Changes to the object of processing and procedural changes are covered by the client's au-
thority to issue instructions and must be documented accordingly. In the event of a signifi-
cant change to the order, the Contractor shall have the right to object. If the Client insists on 
the change despite the Contractor's objection, the Contractor shall have an ordinary right of 
cancellation with regard to the DP Agreement affected by the instruction and the 
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components of the corresponding main contract affected by the DP Agreement. If the Con-
tractor refuses to carry out the amendment, the Client shall also have an ordinary right of 
cancellation. If the contract is cancelled, the Contractor shall continue to provide the con-
tractually agreed services for the remaining term of the contract. 
 

§ 6 Place of performance 

1. The Contractor shall provide the contractual services in the European Union (EU) or in the 
European Economic Area (EEA). If services are provided in part by subcontracted processors 
in a third country, the Contractor shall guarantee compliance with the relevant provisions of 
the GDPR and provide evidence of this upon request (conclusion of the EU standard contrac-
tual clauses). 
 

§ 7 Contractor duties 

1. The contractor may only collect, process or utilise data within the scope of the order and the 
client's instructions. 

2. The Contractor shall design the internal organisation in its area of responsibility in such a way 
that it meets the special requirements of data protection. The Contractor shall take technical 
and organisational measures to adequately secure the Client's data against misuse and loss 
in accordance with the requirements of the relevant data protection regulations; the Con-
tractor must provide evidence of these measures to the Client and, if applicable, to supervi-
sory authorities upon request. This proof includes in particular the implementation of the 
measures resulting from Art. 32 GDPR. The technical and organisational measures are subject 
to technical progress and further development. In this respect, the contractor is permitted to 
implement alternative, demonstrably adequate measures. In doing so, it must be ensured 
that the contractually agreed level of protection is not undercut. Significant changes must be 
documented. A description of these technical and organisational measures is provided in An-
nex 2 to this contract. 

3. The Contractor shall provide the Client with a meaningful and up-to-date data protection and 
security concept for this order processing at the Client's request. 

4. The Contractor itself shall keep a record of the processing activities taking place at its prem-
ises within the meaning of Art. 30 GDPR. Upon request, it shall provide the client with the 
information required for the overview in accordance with Art. 30 GDPR. Furthermore, it shall 
make the register available to the supervisory authority upon request. 

5. The Contractor shall support the Client in the data protection impact assessment with all in-
formation available to it in return for fair market remuneration. If prior consultation with the 
competent supervisory authority is necessary, the Contractor shall also support the Client in 
this regard. 

6. Contractor shall be obliged to treat as confidential all knowledge of third party secrets or a 
trade or business secret as well as data security measures of Client obtained within the scope 
of the contractual relationship. 

7. The Contractor shall inform the Client without delay in the event of breaches by the Contrac-
tor or the persons employed by the Contractor within the scope of the order against regula-
tions for the protection of personal data of the Client or the stipulations made in the con-
tract. Notification shall be sent to the email address stored in the Contractor's CRM system 
when the order is placed. The Contractor shall take the necessary measures to secure the 
data and to minimize possible adverse consequences for the data subjects and shall consult 
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with the Client immediately in this regard. The Contractor shall support the Client in the ful-
filment of the information obligations towards the respective competent supervisory author-
ity, or the persons affected by a breach of the protection of personal data in accordance with 
Art. 33, 34 GDPR. The Contractor is not authorized to make reports to the competent super-
visory authority without the Client's approval. 

8. If a data subject contacts the Contractor directly to correct or delete their data, the Contrac-
tor will forward this request to the Client without delay. 

9. If the Client is obliged under applicable data protection laws to provide information to a data 
subject regarding the collection, processing or use of that person's data, the Contractor shall 
support the Client in providing this information, provided that the Client has requested the 
Contractor to do so in writing. 

10. The Contractor shall inform the Client immediately of any inspections and measures by the 
supervisory authorities or if a supervisory authority investigates the Contractor. 

11. The Contractor shall notify the Client immediately if, in its opinion, an instruction issued by 
the Client violates statutory provisions. The Contractor shall be entitled to suspend the exe-
cution of the relevant instruction until it is confirmed or amended by the Client. 

12. Should the Client's data be jeopardised by seizure or confiscation, by insolvency or composi-
tion proceedings or by other events or measures by third parties, the Contractor shall inform 
the Client of this immediately. The Contractor shall immediately inform all controllers in this 
context that the sovereignty and ownership of the data lies exclusively with the Client as the 
controller within the meaning of GDPR. 

13. The Contractor shall not use the data provided for any purposes other than the fulfilment of 
the contract and shall not use any means of processing that have not been previously author-
ized by the Client. 

14. The Contractor shall not store any patient data on systems that are outside the Client's con-
trol or that are not subject to seizure protection. 

15. If the Contractor is obliged by Union or Member State law to process the data in another 
way, the Contractor shall notify the Client of these legal requirements prior to processing. 
The notification shall not be made if the relevant national law prohibits such notification due 
to an important public interest. 

16. The fulfilment of the aforementioned obligations shall be monitored and documented by the 
Contractor and shall be demonstrated to the Client in a suitable manner upon request. 
 

§ 8 Client duties 

1. The client is solely responsible for assessing the permissibility of the data processing and for 
safeguarding the rights of the data subjects. Within its area of responsibility, the client shall 
ensure that the legally required prerequisites (e.g. by obtaining declarations of consent for 
the processing of the data) are created so that the contractor can provide the agreed ser-
vices without violating the law. 

2. The Client must inform the Contractor immediately and in full if it discovers errors or irregu-
larities regarding data protection regulations when checking the results of the order. 

3. The client is responsible under data protection law with regard to the procedures used by 
the contractor and authorised by the client for the automated processing of personal data 
and - in addition to the contractor's own obligation - is also obliged to keep a register of pro-
cessing activities. 
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4. The client is responsible for the information obligations resulting from Art. 33, 34 GDPR to-
wards the supervisory authority or those affected by a breach of the protection of personal 
data. 

5. The client shall specify the measures for deleting the stored data after completion of the or-
der by contract or by instruction. 

6. The Client shall be obliged to treat as confidential all knowledge of the Contractor's trade se-
crets and data security measures acquired during the contractual relationship. 

7. The Client shall ensure that the requirements resulting from Art. 32 GDPR regarding the se-
curity of processing are complied with on its part. This applies in particular to remote access 
by the contractor to the client's databases. 

8. If the client issues individual instructions that go beyond the contractually agreed scope of 
services, the resulting costs shall be borne by the client. If the agreed scope of services is ex-
ceeded, a separate written agreement must be made in advance. 

 

§ 9 Control rights of the client 

1. The client has selected the contractor on the basis that it offers sufficient guarantees to im-
plement appropriate technical and organisational measures in such a way that the processing 
is carried out in accordance with the requirements of the GDPR and ensures the protection 
of the rights of the data subject. He documents the result of his selection. For this purpose, 
he can, for example, take into account data protection-specific certifications or data protec-
tion seals and test marks, obtain written self-disclosure from the contractor, obtain a certifi-
cate from an expert or, after timely notification during normal business hours without dis-
rupting operations, convince himself personally or through a competent third party who may 
not be in a competitive relationship with the contractor of compliance with the agreed regu-
lations. 

2. If the Contractor or the persons employed by the Contractor within the scope of the order 
have violated the Client's personal data protection regulations or the provisions set out in 
the contract, a related audit may also be carried out without timely notification. Disruption 
to the Contractor's operations should also be avoided as far as possible in this case. 

3. The Contractor shall support the performance of the order control by means of regular in-
spections by the Client regarding the execution or fulfilment of the contract, in particular 
compliance with and, if necessary, adjustment of regulations and measures for the execution 
of the order. In particular, the Contractor undertakes to provide the Client, upon written re-
quest and within a reasonable period, with all information required to carry out an inspec-
tion. The expenses incurred by the Contractor because of an inspection shall be remunerated 
separately by the Client in market conditions. 

4. The Client must inform the Contractor immediately and in full if it discovers errors or irregu-
larities regarding data protection regulations during the inspection. 
 

§ 10 Subcontractors 

1. The Contractor shall provide the Service using an internationally recognised hyperscaler 
(computing service provider). The Contractor shall be entitled to make use of other subcon-
tractors, provided that this does not violate assurances from this contract, in particular §§ 6 
and 7 (general written authorisation). The Contractor shall provide the Client with a list of 
current subcontractors upon request. 
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2. The following provisions shall apply accordingly both to the subcontractor and to all other 
subcontractors subsequently engaged. 

3. The Contractor shall always inform the Client of any intended change regarding the use or 
replacement of subcontractors, giving the Client the opportunity to object to such changes. If 
the Client refuses to give its consent through its objection for reasons other than good cause, 
the Contractor may terminate the contract at the time of the planned deployment of the 
subcontractor. 

4. The Client agrees that the Contractor may use affiliated companies of the Contractor to fulfil 
its contractually agreed services. 

5. At the time of the conclusion of this agreement, the companies specified in Annex 1 to this 
agreement are active as subcontractors for partial services for the Contractor and process 
and/or use the Client's data directly in this context. These subcontractors are deemed to 
have given their consent to act. 

6. The Contractor must carefully select subcontractors with regard to their suitability to fulfil 
the technical and organizational measures agreed between the Client and the Contractor. 

7. If the Contractor is authorised within the meaning of this Agreement to use the services of a 
subcontractor to carry out certain processing activities on behalf of the Client, the same obli-
gations shall be imposed on this subcontractor by way of a contract as are set out in this 
Agreement between the Client and the Contractor, in particular with regard to the require-
ments for confidentiality, data protection and data security between the contracting parties 
to this Agreement and the Client's control and inspection rights described in this DP Agree-
ment. Sufficient guarantees must also be provided to ensure that the appropriate technical 
and organisational measures are implemented in such a way that the processing is carried 
out in accordance with the requirements of the GDPR. 

8. Upon written request, the Client shall be entitled to obtain information from the Contractor 
about the data protection obligations of the subcontractor, if necessary, also by inspecting 
the relevant contractual documents. 

9. If the subcontractor fails to comply with its data protection obligations, the contractor shall 
be liable to the client for compliance with the obligations of that subcontractor. 
 

§ 11 Correction, restriction of processing, deletion and return of data carriers 

1. During the ongoing assignment, the Contractor shall only correct, delete or block the contrac-
tual data at the instruction of the Client. 

2. After completion of the contractual work - or earlier at the request of the Client - the Contrac-
tor shall delete or destroy data in accordance with data protection regulations at the instruc-
tion of the Client, unless there is a legal obligation to retain it. The deletion log must be sub-
mitted on request. 

3. If additional costs are incurred after termination of the contract due to the release or deletion 
of the data, these shall be borne by the client. 

4. Documentation that serves as proof of proper data processing in accordance with the order 
shall be retained by the Contractor beyond the end of the contract in accordance with the re-
spective retention periods. The Contractor may hand them over to the Client at the end of the 
contract in order to discharge the Client. 

5. The Client may request the correction, deletion, restriction of processing (blocking) and sur-
render of data by the Contractor at any time, i.e. both during the term and after termination 
of the contract, if the Contractor can comply with this request. 
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6. The Contractor shall correct, delete or block the contractual data if instructed to do so by the 
Client. If a data subject contacts the Contractor directly to correct or delete their data, the 
Contractor shall forward this request to the Client without delay. 

7. If it is not possible for the client to take back the data, the client shall inform the contractor in 
writing in good time. The contractor is then entitled to delete personal data on behalf of the 
client.   

8. In the case of test and scrap materials, an individual order for deletion is not required; these 
must be deleted. 

 

§ 12 Right of retention 

The defense of the right of retention, for whatever legal reason, of the contractual data and any ex-
isting data carriers is excluded. 

 

§ 13 Liability 

1. The client and contractor are jointly liable to the respective data subject for any damage 
caused by processing that does not comply with GDPR. 

2. The Contractor shall only be liable for damage resulting from processing carried out by it 
where 

a. it has not complied with the obligations resulting from the GDPR and specifically im-
posed on processors or 

b. it acted in disregard of the lawfully issued instructions of the client or 
c. it has acted contrary to the lawful instructions of the client. 

3. Insofar as the Client is obliged to pay damages to the party concerned, it reserves the right of 
recourse against the Contractor. 

4. In the internal relationship between the client and the contractor, however, the contractor is 
only liable for the damage caused by processing if 1. it has not complied with its obligations 
specifically imposed on it by the GDPR or 2. it has acted in disregard of the lawfully issued in-
structions of the client or contrary to these instructions. 

5. Further liability claims according to the general laws remain unaffected. 
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§ 14 Written form clause 

Amendments and supplements to this agreement and all its components - including any assurances 
made by the Contractor - must be agreed in writing and must expressly state that they are amend-
ments or supplements to these provisions. The written form requirement also applies to the waiver 
of this formal requirement. 
 

§ 15 Choice of law, place of jurisdiction 

1. German law applies. 

2. The place of jurisdiction is Paderborn. 
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Annex 2 to the user agreement for NoSpamProxy Cloud 

Terms of use of the subcontractors  

within the scope of the order processing contract 
 

Bitdefender SRL.  

The terms of use of Bitdefender SRL are available at the following URL: https://www.bitde-
fender.com/site/Main/view/end-user-license-minimum-terms.html 

 

Amazon EU S.à r.l. 

The Terms of Use for Amazon EU S.à r.l. are available at the following URL: https://d1.aws-
static.com/legal/aws-customer-agreement/AWS%20Customer%20Agreement_DE_(2024-01-12).pdf 

 

GlobalSign  

As part of the Managed Certificates product, certificates are obtained from the GlobalSign CA. The 
conditions under which certificates are issued, renewed and revoked are set out in GlobalSign's Certi-
fication Practice Statement (CPS). The current version of the CPS is available at https://www.glob-
alsign.com/en/repository. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://d1.awsstatic.com/legal/aws-customer-agreement/AWS%20Customer%20Agreement_DE_(2024-01-12).pdf
https://d1.awsstatic.com/legal/aws-customer-agreement/AWS%20Customer%20Agreement_DE_(2024-01-12).pdf


 
 

Seite 22 von 27 
 

Annex 1 to the data processing agreement 

Net at Work has commissioned the following sub-processors as part of the above-mentioned DP rela-
tionship: 

Sub-processor:                               Bitdefender SRL. 

Transmitted data  Purpose  Place of processing 

Metadata of emails and files 
Detection of spam and mal-
ware emails 

EU  

 

Sub-processor:                               Amazon EU S. à r.l. (AWS)  

Transmitted data    Purpose     Place of processing 

Metadata of emails and files   
Detection of spam and mal-
ware emails 
 

EU 

 

Sub-processor:    Varist ehf. 

Transmitted data   Purpose Place of processing 

Files 
Detection of spam and mal-
ware emails 

EWR  
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Annex 2 to the data processing agreement 

Evidence of general technical and organizational measures 

Description of technical and organizational measures 

Information about the controller (Art. 30(1)(a) GDPR):  

 

Controller: 

Net at Work GmbH 

Am Hoppenhof 32A 

D-33104 Paderborn (Germany) 

Phone: +49 5251 304600, Web: https://www.netatwork.de/ 

 

Legal representative: 

Uwe Ulbrich 

Phone: +49 5251 304600 

E-Mail: uwe.ulbrich@netatwork.de 

 

Data Protection Officer: 

Paul Köhler 

Tel: +49 2953 39699 20 

Email: datenschutz@bitsic.de 
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Introduction 

The NoSpamProxy SaaS solution is protected by comprehensive technical and organizational 
measures in accordance with Article 32 of the GDPR. Technical measures include, among other 
things, encryption of data during transmission (TLS 1.2+) and storage (AES-256), role-based access 
controls, multi-factor authentication, regular security updates, and a centralized logging and moni-
toring system for detecting and analyzing security-related events. The organizational measures in-
clude a role-based authorization concept, regular employee training, defined incident response pro-
cesses, and contractual arrangements with data processors. In addition, we conduct regular risk man-
agement and continuously improve security measures as part of our ISMS.  

The SaaS solution is hosted in an ISO 27001-certified data center. 

The specific measures are described below. 

 

M.1 Confidentiality Measures 

M.1.1 Description of Physical Access Control: 

• Smart cards - Existing smart card/transponder locking system 
• Reception – Visitor control at the reception desk 
• Manual locking system – Manual locking system with lock cylinders 
• Locking system – Use of a locking system 
• Key management – Key management with documentation of keys 

The measures listed above have been established for the premises of the company’s location in Pa-
derborn. 

M.1.2 Description of Access Control: 

• Authentication via username and password – Two-factor authentication (MFA) using  
Microsoft Authenticator 

• User permissions – User permissions are managed (e.g., upon hire, changes, or termination) 
• Firewall - Use of firewalls to protect the network 
• MDM - Use of Mobile Device Management 
• Careful staff selection - Careful selection of cleaning and security personnel 
• Data storage encryption - Encryption of data storage media using state-of-the-art methods  
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M.1.3 Description of Authorization/Access rights: 

• Access Control Policy - Creation and implementation of an access control policy for applica-
tions 

• Data Erasure - Secure erasure of data storage media prior to reuse (e.g., through multiple 
overwrites) 

• Use of Paper Shredders - Use of paper shredders in every department. 
• Password policies - Password policies including length, complexity, and word filters 
• Secure storage - Secure storage of data storage media 
• Encryption of data storage media - Encryption of data storage media using state-of-the-art 

methods 
• Encryption of smartphones - Encryption of smartphones using state-of-the-art methods 

M.1.4 Description of data transfer control: 

• Email encryption – Email encryption using the S/MIME protocol. 
• TLS encryption – Use of TLS encryption for data transmission over the Internet 
• VPN tunnels – Establishment of VPN tunnels for remote access to the network 

M.1.5 Description of the separation requirement: 

• Logical client separation – Logical client separation implemented via software. 
• Production and test systems – Separation of production and test systems 

M.1.6 Description of pseudonymization: 

• Identifiers - Use of identifiers instead of names. 

M.1.7 Description of Encryption: 

• Storage - Encrypted data storage using AES-256 file encryption 
• Transmission - Encrypted data transmission: 

• S/MIME email encryption, 
• VPN, certificate-based, encrypted connections using AES. 

M.1.8 Description of data carrier control: 

• Anonymization - Disclosure of anonymized data 
• Pseudonymization - Disclosure of pseudonymized data 
• Secure storage - Secure storage of data carriers 
• Destruction - Proper destruction of data carriers (DIN 66399) 
• Encryption – Encryption of mobile data carriers 

M.1.9 Description of user control: 

• Password assignment – Protection of user accounts via passwords 
• Deactivation of former employees – automatic deactivation/deletion of user accounts for 

employees who have left the company 
• Two-factor authentication – authentication using a username/password and a second factor 

(Microsoft Authenticator or FIDO token) 

  



 
 

Seite 26 von 27 
 

 

M.1.10 Description of transmission control: 

• Recipient documentation – Documentation of data recipients and the duration for which 
data is made available 

• Logging – Logging of all retrieval and transmission operations 

 

M.2 Integrity Controls 

M.2.1 Description of Input Controls: 

• Personalized Usernames - Traceability of data entry, modification, and deletion through indi-
vidual usernames. 

• Logging - Logging of data entry, modification, and deletion 
• Access Rights - Individual access rights to ensure traceability of access. 

M.2.2 Description of Data Integrity: 

• Data Backup Strategy - Creation of a backup and recovery strategy 
• Document Signing - Signing of documents to ensure their integrity 
• Email Signing - Signing of emails using S/MIME to ensure their integrity 

 

M.2.3 Description of Storage Control: 

• Authorization Policy - Defining permissions within an authorization policy 
• Need-to-Know Principle - Limiting the number of permissions and administrators to the abso-

lute minimum 
• Logging - Limiting the number of permissions and administrators to the absolute minimum 

 

M.3 Measures for Availability and Robustness 

M.3.1 Description of Availability Controls: 

• Antivirus software - Use of antivirus software to protect against malware 
• Off-site data backup - Storage of data backups at a secure, off-site location 
• Backup and recovery plan - Established backup and recovery plan 
• Building alarm - Use of fire alarm systems at the company’s Paderborn location 
• Fire extinguishers - Use of CO2 fire extinguishers in critical office areas 
• IT emergency plan - Creation and implementation of IT emergency plans 

M.3.2 Description of rapid recovery capabilities: 

• Data recovery – Regular and documented data recovery procedures 
• Contingency plans – IT contingency plans and recovery plans 
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M.4 Additional Data Protection Measures 

M.4.1 Description of Contractor Oversight: 

• Audits - Regular data protection audits conducted by the company’s data protection officer. 
• Selection - Selection of the contractor based on due diligence criteria (particularly regarding 

data security) 
• Data Processing Agreement – Conclusion of a data processing agreement pursuant to Art. 28 

of the GDPR. 
• Ongoing Monitoring – Ongoing monitoring of the processor and its activities 

 

M.4.2 Description of the Data Protection Management System: 

• Audits - Conducting regular internal audits 
• DPO - Appointment of a Data Protection Officer 
• Incident Response System - Incident response system for tracking security breaches and is-

sues 
• Data Protection Management System - Data protection management system based on ISO 

27701. 
• Vulnerability Analyses - Conducting regular IT vulnerability analyses (e.g., penetration tests) 
• Software Default Settings - Use of software with privacy-friendly default settings in accord-

ance with (Art. 25(2) GDPR) 
• Software-based tools - Use of software-based tools to ensure compliance with data protec-

tion requirements (e.g., audatis MANAGER) 
• Obligation - Obligation to maintain confidentiality in accordance with Art. 28(3) sentence 

2(b), Art. 29, and Art. 32(4) of the GDPR 

M.4.3 Description of organizational controls: 

• Data Protection Officer - A Data Protection Officer has been appointed, registered, and their 
contact information has been published 

• Documentation of processing - All processing activities are documented and reviewed on a 
regular basis 

• Policies - Binding policies for handling personal data are in place 
• Awareness - Employees are regularly made aware of data protection issues and receive  

training 
 

 Paderborn, March 2026 
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