25REPORTS

General Terms of Use
of Net at Work

for the “NoSpamProxy 25Reports” software
(as of September 2025)

1. Preamble

NoSpamProxy 25Reports is a service provided by Net at Work GmbH that automatically pro-
cesses incoming DMARC reports for a mail domain and offers additional security features.
Depending on the scope agreed in the contract, the service offers

Graphical presentation of the DMARC reports received for the specified email domains
Support with the introduction of DMARC

Monitoring of email-relevant DNS entries such as SPF, DKIM, and DMARC

Alerts in the event of security-related incidents

2. Scope of application

2.1

These Terms of Use apply to all business relationships between Net at Work GmbH, based in
Paderborn (hereinafter: “Net at Work”) and its customers regarding the use of the “NoSpam-
Proxy 25Reports” software (hereinafter: “Software”) as Software-as-a-Service (“SaaS”).

Net at Work's offering is directed exclusively at entrepreneurs (§ 14 BGB), legal entities un-
der public law, and special funds under public law.

2.2

These Terms of Use apply at all times and exclusively. Any deviating, conflicting, or supple-
mentary general terms and conditions of the customer shall only become part of the contract
if and to the extent that Net at Work has expressly agreed to their validity in writing.

Individual agreements made with the customer in individual cases (including collateral agree-
ments, supplements, and amendments) shall in any case take precedence over these Terms
of Use. Subject to proof to the contrary, a written contract or written confirmation from Net
at Work shall be decisive for the content of such agreements.

23

References to the applicability of statutory provisions are for clarification purposes only.
Even without such clarification, the statutory provisions shall therefore apply unless they are
directly amended or expressly excluded in these Terms of Use.

3. Subject matter of the contract

3.1

The subject matter of the contract is the granting of the right to use the software by the cus-
tomer via the Internet in return for payment and for a period limited to the term of the
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contract, as well as the provision of services on servers belonging to Net at Work or a sub-
contractor commissioned by Net at Work.

Details can be found in the currently valid description of the scope of functions, available at
https://www.nospamproxy.de/de/produkt/25reports (hereinafter: “Website”), and the
agreed availability under sections 4 and 5. The usable scope of functions is determined by
the functional modules of the software licensed by the customer.

3.2

The respective scope of functions of the NoSpamProxy software used by Net at Work to pro-
vide the NoSpamProxy 25Reports service can be found in the current functional description
or product sheet. The scope of functions described is not binding and may change due to
technical developments.

The functional description at the time the contract begins is decisive for the functions and
properties of the software. Net at Work is only obligated to adapt the software to the state
of the art and not to the needs of the customer.

4. Services provided by Net at Work

4.1

Net at Work grants the customer the right to use the current version of the software for the
agreed number of active email domains and emails in the DMARC reports via the Internet by
accessing an administration area. Active domains are defined as those used for the intended
sending of emails. They are counted towards the license limit. Parked domains, on the other
hand, block outgoing email traffic and can be added without limitation. They are recognized
by the SPF entry “v=spfl -all” and can be added without limitation. The email volume is the
number of emails reported to 25Reports per month. The number of emails is determined
from the DMARC reports of the added domains that are sent to 25Reports.

4.2
Net at Work guarantees the functionality and availability of the software for the duration of
the contractual relationship and will maintain it in a condition suitable for contractual use.

4.3,

Net at Work may update and/or further develop the software at any time (in particular
through patches, updates, and upgrades) and adapt it due to changes in the legal situation,
technical developments, and to improve IT security. Net at Work may also adapt the soft-
ware if (i) the adaptations are beneficial to the customer and/or (ii) the adaptations are only
of a technical or procedural nature and have no significant impact on the customer.

Net at Work will take the legitimate interests of the customer into account and, where possi-
ble, inform the customer in good time of any necessary adaptations.

In the event of a significant impairment of the customer's legitimate interests, the customer
shall be entitled to a special right of termination of the contract on the date of the change.
Termination must take place within two weeks of the customer receiving notification of the
adaptation of the service/software.
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4.4

Net at Work will maintain the software regularly and inform the customer in good time of
any associated restrictions via the status page. The status page can be accessed at
https://status.25reports.com/. Maintenance will be carried out regularly outside the custom-
er's normal business hours, unless compelling reasons require maintenance to be carried out
at another time.

4.5
Net at Work shall provide the customer with server capacity for the purposes of using the
software up to the extent agreed in the order.

4.6

Net at Work takes measures to protect data in accordance with the latest technology. Emails
sent to 25Reports that contain DMARC reports may contain personal data. These emails are
automatically deleted after a retention period of 30 days.

4.7

Limitation of service — Net at Work processes the number of DMARC emails agreed in the re-
spective contract and the agreed number of active email domains monthly. If the agreed
number of DMARC emails is exceeded within a calendar month, Net at Work will limit the
display of data to the contractually agreed amount. The count starts again at the beginning
of the following month.

Once the contractually agreed number of active email domains has been reached, use can
only be extended by purchasing additional licenses.

4.8
The place of performance and fulfillment for the services to be provided by Net at Work is
always the transfer point defined in Section 6.1.

4.9

Product support, i.e. in particular questions about the functions or operation of the software,
is not included in the scope of services, but is only provided by Net at Work based on a sepa-
rate support contract for a separate fee.

5. Scope of use and rights to the software, observance of restrictions
5.1
The software will not be physically transferred to the customer.

5.2

The customer receives simple, i.e., non-sublicensable and non-transferable rights (“License”)
to the current version of the software for the contractually agreed number of active email
domains or DMARC emails, limited to the term of the contract, to use the software by means
of access via authentication options specified by Net at Work in accordance with the contrac-
tual provisions. The use of the software by affiliated companies within the meaning of Sec-
tion 15 of the German Stock Corporation Act (AktG) of the customer is covered by the
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license, provided that the customer has obliged the affiliated companies to comply with
these terms of use.

Distributors and resellers (hereinafter collectively referred to as “Partners”) of Net at Work
may sublicense the software to their customers in the ordinary course of business to the ex-
tent of the license, provided that the partner has obligated its customers to comply with
these Terms of Use.

5.3

Furthermore, the customer may only use the software within the scope of their own business
activities with their own personnel. The customer is not permitted to use the software for
any other purpose.

5.4

The customer must comply with all applicable export restrictions or other commercial law
restrictions, such as embargoes (collectively referred to as “Restrictions”) when using the
software or, in the case of a partner, when distributing the software. In the event of a viola-
tion of restrictions, Net at Work reserves the right to immediately suspend its services and/or
terminate the contract without notice for good cause.

6. Service Levels and Troubleshooting

6.1

Net at Work guarantees an average annual availability of services (software) of at least 99.9%
at the transfer point for a contract term of one or more years. The transfer point is the router
output of the Net at Work data center.

For contracts with a monthly term, Net at Work guarantees a total monthly average availabil-
ity of 99% at the transfer point based on the total annual average availability of 99.9%.

6.2

Availability is defined as the customer's ability to use all the software's main functions.
Maintenance periods and periods of disruption that comply with the repair time are consid-
ered periods of software availability. Periods of minor disruption are not considered when
calculating availability, nor are periods of unavailability due to circumstances beyond Net at
Work's control, in particular cases of force majeure. Net at Work's measuring instruments in
the data center are decisive for proving availability.

6.3

The customer must report any malfunctions immediately to the contact points set up by Net
at Work for this purpose. Malfunction reporting and rectification is guaranteed Monday to
Friday (except national holidays) between 9:00 a.m. and 5:00 p.m. (“Service Hours”).

6.4

Net at Work will also remedy serious malfunctions (where the software cannot be used at all
or a main function of the software is not available) outside of service hours within four hours
of receiving notification of the malfunction at the latest, provided that the notification is re-
ceived during service hours (“Remedy Time”). If it is foreseeable that the malfunction cannot
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be rectified within this period, Net at Work will inform the customer immediately and notify
them of the expected delay.

6.5

Other significant disruptions (main or secondary functions of the software are disrupted but
can still be used, or other disruptions that are not insignificant) will be remedied within 12
hours during service hours at the latest (remedy time).

6.6
The elimination of minor malfunctions is at the discretion of Net at Work.

7. Customer obligations

7.1

The customer must protect and store the access data provided to them in accordance with
the state of the art against access by third parties. The customer shall ensure that use is only
made of the data to the extent agreed in the contract. Any unauthorized access must be re-
ported to Net at Work immediately in writing.

7.2
If the customer uses the software to provide services for its customers (end customers), it is
obliged to agree the terms of this user agreement with its customers accordingly.

7.3

The customer is obligated not to use Net at Work's services to violate applicable law, official
orders, third-party rights, or agreements with third parties. The customer shall indemnify Net
at Work upon first request against any claims asserted by third parties due to a violation of
this clause.

8. Terms of payment
8.1
Prices and costs are subject to applicable sales tax.

8.2
Unless otherwise agreed, Net at Work shall invoice for its services at the beginning of the
agreed billing interval of the contract term.

8.3
If the customer is in default of payment, they shall owe default interest at the applicable
statutory default interest rate.

8.4
The place of performance for payments to be made to Net at Work is the registered office of

Net at Work.

8.5
The customer may only offset undisputed or legally established claims.

Seite 5von 17



9. Warranty

9.1

The software provided essentially corresponds to the current description of the range of
functions or the product sheet, which can be downloaded from the Net at Work website.

9.2

Regarding the granting of use of the software, the warranty provisions of tenancy law (Sec-
tions 535 et seq. BGB) apply, unless otherwise specified in these Terms of Use. The provisions
in § 536b BGB (tenant's knowledge of the defect at the time of conclusion of the contract or
acceptance) and in § 536¢ BGB (defects occurring during the rental period, notification of de-
fects by the tenant) apply. However, the application of § 536a (2) BGB (tenant's right to rem-
edy the defect himself) is excluded.

9.3
The warranty for only insignificant reductions in the suitability of the service/software is ex-
cluded.

9.4
Any claims for damages by the customer are subject to the limitations specified in Section 10.

10. Other liability of Net at Work

10.1

Unless otherwise specified in these Terms of Use, claims for damages and reimbursement of
expenses by the customer against Net at Work are excluded, regardless of the legal basis,
subject to Section 10.2 below. This applies in particular to claims for damages arising from
tort (e.g., Section 823 of the German Civil Code (BGB)).

Insofar as liability is excluded or limited, this also applies to the personal liability of Net at
Work's employees, workers, staff, representatives, and vicarious agents.

10.2

The limitations of liability in these general terms and conditions do not apply

if the cause of the damage is based on intent or gross negligence on the part of Net at Work
or its representatives or vicarious agents;

in the event of culpable breach of essential contractual obligations, in which case compensa-
tion shall be limited to the damage typical for this type of contract and foreseeable at the
time the contract was concluded. Essential contractual obligations are those obligations that
protect the contractual partner's essential legal positions, which the contract must grant
them according to its content and purpose; furthermore, contractual obligations are essen-
tial if their fulfillment is essential for the proper execution of the contract and if the customer
has regularly relied on and may rely on their compliance.

to damages resulting from injury to life, limb, or health;

in the event of default, provided that a fixed delivery date has been agreed,;

in the event of fraudulent concealment of a defect;

if Net at Work assumes a guarantee and/or the procurement or manufacturer's risk within
the meaning of Section 276 of the German Civil Code (BGB);

in cases of mandatory statutory liability, in particular under the Product Liability Act.
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The above provisions do not imply a reversal of the burden of proof at the expense of the
customer.

10.3
Strict liability for initial defects (Section 536a (1) BGB) is excluded.

11. Contract term, commencement, and termination

11.1

Unless otherwise agreed, the contract term is 12 months from the start of the contract. The
start of the contract is specified in the order. The contract term is automatically extended by
the originally agreed contract term if the contract is not terminated by either party within
the defined notice period. Unless a separate notice period has been agreed, the notice pe-
riod is 3 months.

11.2
The right to terminate without notice for good cause remains unaffected.

The customer's right to terminate in accordance with Section 4.3 (Special termination in the
event of certain changes to services) and Net at Work's right to terminate in accordance with
Section 13 (Special termination in the event of objection to changes to these Terms of Use)
also remain unaffected.

11.3
Any termination must be made in writing (see Section 126 of the German Civil Code (BGB)).

12. Data protection and confidentiality
12.1
The parties shall comply with the applicable data protection regulations applicable to them.

12.2

The parties shall conclude a separate data processing agreement, which is attached to this
agreement as Appendix 1. Net at Work shall process the relevant personal data solely in ac-
cordance with the provisions set out therein and in accordance with the customer's instruc-
tions.

12.3

Net at Work undertakes to maintain confidentiality regarding all confidential information (in-
cluding trade secrets) that it learns in connection with this contract and its implementation,
and not to disclose, pass on, or use such information in any other way to third parties. Confi-
dential information is information that is marked as confidential, regardless of whether it has
been communicated in written, electronic, physical, or oral form. The confidentiality obliga-
tion shall not apply if Net at Work is required by law or by a final and binding decision of a
public authority or court to disclose confidential information. It shall also not apply if the
data has already been disclosed or is subsequently disclosed without breach of this confiden-
tiality agreement.

13. Reservation of the right to change the terms of use
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Net at Work is entitled to amend or supplement the Terms of Use (collectively: “Amend-
ments”). To this end, Net at Work will notify the customer of the amendments by email with
four weeks' advance notice. If the customer does not object to the amended Terms of Use in
writing within two weeks of receiving the email, the amended Terms of Use shall be deemed
accepted. In the event of a timely objection in the proper form, the original Terms of Use
shall continue to apply; in this case, Net at Work is entitled to terminate the contract with
four weeks' notice to the end of the month following receipt of the objection (special right of
termination). Any shorter ordinary notice periods agreed between the parties remain unaf-
fected by this.

14. Headings/Definition

14.1

Headings in these Terms of Use are for convenience only and do not affect the meaning or
interpretation of the individual provisions.

14.2
Written declarations of intent and acknowledgements within the meaning of these Terms of
Use shall also include declarations transmitted by fax or email.

Final provisions

15.1

The assignment or transfer of claims by the customer is only permitted with the consent of
Net at Work.

15.2

If the customer is a merchant within the meaning of the German Commercial Code, a legal
entity under public law, or a special fund under public law, the exclusive—including interna-
tional—place of jurisdiction for all disputes arising directly or indirectly from the contractual
relationship shall be the registered office of Net at Work in Paderborn.

However, Net at Work is also entitled in all cases to bring legal action at the customer's gen-
eral place of jurisdiction. Overriding statutory provisions, in particular those relating to exclu-
sive jurisdiction, remain unaffected.

15.3

The law of the Federal Republic of Germany shall apply exclusively, excluding international
uniform law, in particular the UN Convention on Contracts for the International Sale of
Goods (CISG).

15.4

Should any provision of these Terms of Use or any provision subsequently incorporated into
them be or become invalid, void, or unenforceable in whole or in part, or should a gap in
these Terms of Use become apparent, this shall not affect the validity of the remaining provi-
sions. Section 306 (2) and (3) of the German Civil Code (BGB) remain unaffected.

Seite 8 von 17



Appendix to the User Agreement for NoSpamProxy 25Reports
Data Processing Agreement
between
the customer named in the order for the NoSpamProxy 25Re-

ports (25Reports) software service
(controller pursuant to the GDPR, hereinafter referred to as the “client”)

and

Net at Work GmbH

Am Hoppenhof 32 A

D-33104 Paderborn

Germany

(contractor pursuant to the GDPR, hereinafter referred to as “contractor”)

Preamble
This data processing agreement (DPA) specifies the data protection obligations of the con-
tracting parties.

§ 1 Definitions

The definitions in accordance with Art. 4 GDPR, § 2 UWG (German Unfair Competition Act)
and § 2 TMG (German Telemedia Act) as well as § 2 BDSG (German Federal Data Protection
Act, new) apply. If there are any contradictory statements in the articles or paragraphs, the
definitions in the order of GDPR, UWG, and TMG apply. Furthermore, the following defini-
tions apply:

Anonymization:

Process in which personal data is irreversibly altered, either by the data controller alone or in
collaboration with another party, so that the data subject can no longer be identified, either
directly or indirectly. (Source: DIN EN ISO 25237)

Subcontractor:

A service provider commissioned by the contractor whose services and/or work the contrac-
tor requires to provide the services described in this contract to the client.

Processing on behalf of:

Processing on behalf of is the processing of personal data by a contractor on behalf of the
client.

Instruction:

An instruction is a written order from the client to the contractor regarding the specific han-
dling of personal data in accordance with data protection regulations (e.g., anonymization,
blocking, deletion, disclosure). The instructions are initially specified in the main contract and
can subsequently be amended, supplemented, or replaced by the client in writing in the form
of individual instructions (individual instruction).

§ 2 Subject matter of the contract

Analysis of DMARC reports that show and analyze the delivery quality of emails sent by the
customer. The goal is to prevent damage to the reputation of the customer's email domains
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and to ensure a high deliverability rate for their emails. In addition, 25Reports displays iso-
lated information from the customer's publicly accessible DNS zone.

The contractor shall have access to the following personal data (by having the client send the
incoming DMARC reports to the contractor using the contractor's email address), or the cli-
ent shall allow the contractor to process the following personal data:

IP addresses of all servers that send emails to external servers on the Internet using the cli-
ent's domain and whose information is transmitted to 25Reports as part of DMARC reports.
Customer's email domains

Recipient domains of outgoing emails from the client, which are transmitted to 25Reports as
part of DMARC reports.

Affected group of persons:

All servers that send emails on behalf of the customer.

The client is aware that the NoSpamProxy 25Reports service is an analysis platform. The data
will be stored for a period of 24 months, used exclusively for analysis purposes, and automat-
ically and permanently deleted after this period has expired. The client shall reimburse the
contractor separately for any expenses incurred because of issuing instructions on market
conditions, if they exceed the expected amount.

§ 3 Responsibility

Within the scope of this contract, the client is responsible for compliance with legal provi-
sions, in particular for the legality of data processing (while maintaining data confidentiality
(Art. 28 GDPR)) (“controller” within the meaning of Art. 4 (7) GDPR).

The contents of this AV contract apply accordingly if the inspection or maintenance of auto-
mated procedures or data processing equipment is carried out on behalf of the client and ac-
cess to personal data cannot be ruled out.

Both the client and the contractor must ensure that persons authorized to process personal
data have committed themselves to confidentiality or are subject to an appropriate statutory
duty of confidentiality. To this end, all persons who have access to the client's personal data
in accordance with the contract must be bound by data secrecy and instructed on their data
protection obligations. Each party is responsible for the obligations of its own personnel. Fur-
thermore, the persons employed must be informed that data secrecy continues to apply
even after the end of their employment.

The client and the contractor are responsible for complying with the data protection laws ap-
plicable to them regarding the data to be processed.

§ 4 Duration of the agreement

The term of this AV agreement is based on the term of the existing agreements between the
client and the contractor, unless otherwise specified in the provisions of this AV agreement.
The contracting parties are aware that without a valid AV contract, e.g., upon termination of
the present contractual relationship, no (further) order processing may be carried out.

The right to terminate without notice for good cause remains unaffected.

Terminations must be made in writing to be effective.

§ 5 Authority of the client to issue instructions

The data shall be handled exclusively within the scope of the agreements made and, where
applicable, in accordance with the documented instructions of the client. This does not apply
to cases in which the contractor is required to process the data for compelling legal reasons.
In such situations, the contractor shall, as far as possible, inform the client of the relevant
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legal requirements before processing begins. Within the scope of the order description
agreed in this agreement, the client reserves the right to issue comprehensive instructions
regarding the type, scope, and procedure of data processing, which it may specify in more
detail through individual instructions.

The client's instructions must be given in writing and will be documented by the contractor.
The client shall reimburse the contractor separately for the costs incurred in implementing
the instructions at market rates.

Changes to the processing object and procedural changes are covered by the client's author-
ity to issue instructions and must be documented accordingly. In the event of a significant
change to the order, the contractor has the right to object. If the client insists on the change
despite the contractor's objection, the contractor has the right to terminate the AV contract
affected by the instruction and the components of the corresponding main contract affected
by the AV agreement. If the contractor refuses to implement the change, the client shall also
have the right to terminate the contract with notice. In the event of termination, the contrac-
tor shall continue to provide the contractually agreed service for the remaining term of the
contract.

§ 6 Place of performance

The contractor shall provide the contractual services within the European Union (EU) or the
European Economic Area (EEA). If services are provided in part by subcontractors in a third
country, the contractor guarantees compliance with the relevant provisions of the GDPR and
shall provide evidence of this upon request (conclusion of the EU standard contractual
clauses).

§ 7 Obligations of the contractor

The contractor may only collect, process, or use data within the scope of the contract and
the client's instructions.

The contractor shall organize its internal operations within its area of responsibility in such a
way that they meet the specific requirements of data protection. It shall take technical and
organizational measures to adequately protect the client's data from misuse and loss in ac-
cordance with the requirements of the relevant data protection regulations; upon request,
the contractor must provide evidence of these measures to the client and, if necessary, to
supervisory authorities. This proof shall include the implementation of the measures result-
ing from Art. 32 GDPR. The technical and organizational measures are subject to technical
progress and further development. In this respect, the contractor is permitted to implement
alternative, demonstrably adequate measures. In doing so, it must be ensured that the con-
tractually agreed level of protection has not fallen short of. Significant changes must be doc-
umented. These technical and organizational measures are described in Appendix 2 to this
contract.

Upon request, the contractor shall provide the client with a meaningful and up-to-date data
protection and security concept for this order processing.

The contractor itself shall keep a record of the processing activities carried out on its prem-
ises within the meaning of Art. 30 GDPR. Upon request, it shall provide the client with the
information necessary for the overview pursuant to Art. 30 GDPR. Furthermore, it shall make
the record available to the supervisory authority upon request.

The contractor shall support the client in the data protection impact assessment with all in-
formation available to him in return for market-based remuneration. If prior consultation
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with the competent supervisory authority is necessary, the contractor shall also support the
client in this regard.

The contractor is obliged to treat as confidential all knowledge of third-party secrets, or a
trade or business secret, as well as data security measures of the client obtained within the
scope of the contractual relationship.

The contractor shall immediately notify the client of any violations by the contractor or per-
sons employed by the contractor within the scope of the contract against regulations for the
protection of the client's personal data or the provisions agreed in the contract. The notifica-
tion shall be sent to the email address provided when the order was placed and stored in the
contractor's CRM system. The contractor shall take the necessary measures to secure the
data and mitigate any possible adverse consequences for the persons concerned and shall
consult with the client immediately in this regard. The contractor shall support the client in
fulfilling its information obligations towards the relevant supervisory authority or those af-
fected by a breach of personal data protection in accordance with Articles 33 and 34 of the
GDPR. The contractor is not entitled to report to the relevant supervisory authority without
the client's consent.

If a data subject contacts the contractor directly to request the correction or deletion of their
data, the contractor will forward this request to the client without delay.

If the client is obliged under applicable data protection laws to provide information to a data
subject regarding the collection, processing, or use of that person's data, the contractor shall
assist the client in providing this information, provided that the client has requested the con-
tractor to do so in writing.

The contractor shall immediately inform the client of any inspections and measures taken by
the supervisory authorities or if a supervisory authority is investigating the contractor.

The contractor shall immediately notify the client if, in its opinion, an instruction issued by
the client violates legal regulations. The contractor is entitled to suspend the execution of
the relevant instruction until it has been confirmed or amended by the client.

If the client's data held by the contractor is at risk due to seizure or confiscation, insolvency
or settlement proceedings, or other events or measures taken by third parties, the contrac-
tor must inform the client immediately. The contractor shall immediately inform all parties
responsible in this context that the sovereignty and ownership of the data lie exclusively with
the client as the responsible party within the meaning of GDPR.

The contractor shall not use the data provided for any purposes other than the fulfillment of
the contract and shall not use any means of processing that have not been previously ap-
proved by the client.

The contractor shall not store any patient data on systems that are outside the control of the
client or that are not subject to seizure protection.

If the contractor is obliged by Union or Member State law to process the data in other ways,
the contractor shall inform the client of these legal requirements prior to processing. This no-
tification shall not be required if the relevant national law prohibits such notification on the
grounds of an important public interest.

The contractor shall monitor and document the fulfillment of the aforementioned obligations
and provide evidence of this to the client in a suitable manner upon request.

§ 8 Obligations of the client

The client is solely responsible for assessing the admissibility of data processing and for safe-
guarding the rights of the data subjects. The client shall ensure within its area of responsibil-
ity that the legally required conditions (e.g., by obtaining declarations of consent for the
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processing of data) are met so that the contractor can provide the agreed services without
infringing any laws.

The client must inform the contractor immediately and in full if, when checking the results of
the order, they discover errors or irregularities regarding data protection regulations.

The client is responsible under data protection law for the procedures used by the contractor
and approved by the client for the automated processing of personal data and, in addition to
the contractor's own obligation, also has the duty to keep a record of processing activities.
The client is responsible for the information obligations to the supervisory authority or those
affected by a breach of personal data protection resulting from Articles 33 and 34 of the
GDPR.

The client shall specify the measures for deleting the stored data after completion of the or-
der either contractually or by instruction.

The client is obligated to treat all knowledge of trade secrets and data security measures of
the contractor obtained within the scope of the contractual relationship as confidential.

The client shall ensure that the requirements resulting from Art. 32 GDPR regarding the secu-
rity of processing are complied with on its part. This applies in particular to remote access by
the contractor to the client's data stocks.

If the client issues individual instructions that go beyond the contractually agreed scope of
services, the costs incurred as a result shall be borne by the client. If the agreed scope of ser-
vices is exceeded, a separate written agreement must be concluded in advance.

§ 9 Control rights of the client

The client has selected the contractor on the basis that the latter offers sufficient guarantees
to implement appropriate technical and organizational measures in such a way that pro-
cessing is carried out in accordance with the requirements of the GDPR and the protection of
the rights of the data subject is ensured. The client documents the result of its selection. To
this end, the client may, for example, take into account data protection-specific certifications
or data protection seals and test marks, obtain written self-disclosures from the contractor,
have an expert's certificate presented to them, or, after giving timely notice during normal
business hours without disrupting operations, verify compliance with the agreed regulations
in person or through a knowledgeable third party who is not in a competitive relationship
with the contractor.

If the contractor or persons employed by the contractor within the scope of the contract vio-
late regulations for the protection of the client's personal data or the provisions agreed in
the contract, an inspection may be carried out even without timely notification. Disruption to
the contractor's business operations should also be avoided as far as possible in this case.
The contractor shall support the client in carrying out order checks by means of regular in-
spections regarding the execution or fulfillment of the contract, in particular compliance with
and, if necessary, adjustment of regulations and measures for the execution of the order. In
particular, the contractor undertakes to provide the client, upon written request and within a
reasonable period, with all information necessary to carry out a check. The expenses in-
curred by the contractor because of an inspection shall be reimbursed separately by the cli-
ent at market conditions.

The client must inform the contractor immediately and in full if it discovers errors or irregu-
larities regarding data protection provisions during the review.
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§ 10 Subcontractors

The contractor shall provide the service using an internationally recognized hyperscaler
(computing service provider). The contractor is entitled to use other subcontractors without
the prior explicit written or general written consent of the client, provided that this does not
violate any assurances made in this contract, in particular §§ 6 and 7. Upon request, the con-
tractor shall provide the client with a list of current subcontractors.

The following provisions apply to both the subcontractor and any further subcontractors sub-
sequently engaged.

In the event of general written approval, the contractor shall always inform the client of any
intended change regarding the involvement or replacement of subcontractors, thereby giving
the client the opportunity to object to such changes. If the client refuses to give its consent
for reasons other than important reasons, the contractor may terminate the contract at the
time of the planned deployment of the subcontractor.

The client agrees that the contractor may engage affiliated companies of the contractor to
perform the contractually agreed services. However, each subcontractor (affiliated company)
must be notified to the client in writing prior to commissioning so that the client can prohibit
the commissioning if there are important reasons for doing so.

At the time of conclusion of this agreement, the companies listed in Appendix 1 to this con-
tract are acting as subcontractors for partial services for the contractor and directly process
and/or use the client's data in this context. Consent to act is deemed to have been given to
these subcontractors.

The contractor must carefully select subcontractors, paying particular attention to their suit-
ability regarding the fulfillment of the technical and organizational measures agreed between
the client and the contractor.

If the contractor is authorized under this agreement to use the services of a subcontractor to
perform certain processing activities on behalf of the client, the same obligations as those set
out in this agreement between the client and the contractor shall be imposed on this subcon-
tractor by way of a contract, in particular with regard to the requirements for confidentiality,
data protection, and data security between the contracting parties to this contract, as well as
the client's rights of control and verification described in this AV contract. In this context, suf-
ficient guarantees must also be provided that the appropriate technical and organizational
measures are implemented in such a way that the processing is carried out in accordance
with the requirements of the GDPR.

Upon written request, the client is entitled to receive information from the contractor about
the subcontractor's data protection obligations, if necessary, also by inspecting the relevant
contract documents.

If the subcontractor fails to comply with its data protection obligations, the contractor shall
be liable to the client for compliance with the obligations of that subcontractor.

§ 11 Correction, restriction of processing, deletion, and return of data carriers

During the ongoing assignment, the contractor shall only correct, delete, or block the con-
tractual data on the instructions of the client.

Upon completion of the contractual work — or earlier upon request by the client — the con-
tractor shall delete or destroy data stocks in accordance with data protection regulations at
the client's instruction, if there is no legal obligation to retain them. The deletion log shall be
presented upon request.

If additional costs arise after termination of the contract due to the release or deletion of
data, these shall be borne by the client.
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Documentation serving as proof of orderly and proper data processing shall be retained by
the contractor beyond the end of the contract in accordance with the respective retention
periods. The contractor may hand this documentation over to the client at the end of the
contract to relieve itself of its obligation.

The client may at any time, i.e. both during the term and after termination of the contract,
request the contractor to correct, delete, restrict processing (block) and disclose data, pro-
vided that the contractor is able to comply with this request.

The contractor shall correct, delete, or block the contractual data if instructed to do so by the
client. If a data subject contacts the contractor directly for the purpose of correcting or delet-
ing their data, the contractor shall forward this request to the client without delay.

If the client is unable to retrieve the data, it shall inform the contractor in writing in good
time. The contractor shall then be entitled to delete personal data on behalf of the client.

In the case of test and reject materials, individual requests for deletion are not necessary;
these must be deleted.

§ 12 Right of retention
The right of retention, regardless of the legal basis, to the contractual data and any existing
data carriers is excluded.

§ 13 Liability

The client and contractor are jointly liable for damage caused by processing that does not
comply with GDPR in their external relationship with the respective data subject.

The contractor shall be liable exclusively for damages resulting from processing carried out
by it in which

it failed to comply with the obligations arising from the GDPR and imposed specifically on
processors, or

it acted in disregard of the lawful instructions of the client, or

it acted contrary to the lawful instructions of the client.

Insofar as the client is obligated to pay damages to the affected party, it reserves the right to
seek recourse from the contractor.

In the internal relationship between the client and the contractor, however, the contractor is
only liable for damage caused by processing if it

has failed to comply with its specific obligations under the GDPR or

has failed to comply with or acted contrary to the lawful instructions of the client.

Further liability claims under general law remain unaffected.

§ 14 Written form clause

Amendments and additions to this agreement and all its components—including any assur-
ances made by the contractor—must be made in writing and must expressly state that they
constitute an amendment or addition to these provisions. The written form requirement also
applies to any waiver of this form requirement.

§ 15 Applicable law, place of jurisdiction

German law applies.

The place of jurisdiction is Paderborn.
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Appendix 1 to the Data Processing Agreement
Net at Work has commissioned the following subcontractors within the scope of the above-
mentioned data processing relationship:

Subcontractor: Amazon EU S.ar.l. (AWS)
Transmitted data Purpose | Place of processing
DMARC Reports Preparation and analy- EU

sis of DMARC reports

Appendix 2 to the Data Processing Agreement

Evidence of general technical and organizational measures

Technical and organizational measures, subcontractors

The contractor and client agree on the specific technical and organizational security
measures set out in paragraph (5) in accordance with Section 64 BDSG (new).

The contractor is entitled to replace these measures with adequate alternatives, provided
that the level of safety specified in paragraph (5) is not compromised. Significant changes
must be documented.

Upon request, the contractor shall provide the client with the information necessary to fulfill
its obligation to monitor the order and shall make the relevant evidence available. Due to the
client's obligation to monitor before the start of data processing and during the term of the
order, the contractor shall ensure that the client can verify compliance with the technical and
organizational measures taken. To this end, the contractor shall, upon request, provide the
client with evidence of the implementation of the technical and organizational measures in
accordance with Section 64 BDSG (new). Evidence of the implementation of such measures,
which do not only relate to the specific contract, may also be provided by submitting a cur-
rent audit opinion, reports from independent bodies (e.g., auditors, auditors, data protection
officers, IT security departments, data protection auditors) or suitable certification by IT se-
curity or data protection audits (e.g., according to BSI basic protection).

After giving written notice through a third party bound to professional secrecy, the client
may at any time, for inspection purposes, visit the contractor's business premises during nor-
mal business hours without disrupting operations to verify the adequacy of the measures
taken to comply with the technical and organizational requirements of the data protection
laws relevant to order data processing.

The following specific technical and organizational measures apply:

Physical Access Control

Unauthorized persons are denied access to data processing systems that process or use per-
sonal data.

System Access Control

Data processing systems are protected against unauthorized use. Access is only possible via
an access control system. Additional technical security measures such as firewalls are also
used in the communication chain. Where technically possible and economically feasible, suit-
able encryption technologies are used for this purpose.

Data Access Control

Those authorized to use a data processing system may only access data for which they have
access authorization, and personal data may not be read, copied, modified, or removed with-
out authorization during processing, use, or after storage. Where technically possible and
economically feasible, suitable encryption technologies shall be used for this purpose.
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Disclosure Control

Personal data may not be read, copied, modified, or removed without authorization during
electronic transmission or during its transport or storage on data carriers, and it must be pos-
sible to check and determine to which locations personal data is to be transmitted by data
transmission facilities. Where technically possible and economically feasible, suitable encryp-
tion technologies shall be used for this purpose.

Input Control

It can subsequently be verified and determined whether and by whom personal data has
been entered, modified, or removed from data processing systems.

Order Control

Personal data processed on behalf of the client may only be processed in accordance with
the client's instructions. In accordance with legal requirements, the data submitted for pro-
cessing will only be processed within the scope of the client's instructions and will not be
passed on to unauthorized third parties. The framework of instructions is clearly specified by
the contract for commissioned data processing, considering the mandatory content pursuant
to Section 62 (5) BDSG (Federal Data Protection Act), and furthermore by the application de-
scription of the service programs. The same applies to order-related information; it is pro-
vided exclusively to the client or within the scope of their instructions. Exceptions to the spe-
cific framework of instructions apply to technically necessary processing, e.g., for internal
data backup.

Availability Control

Personal data is protected against accidental destruction or loss. Numerous data security
measures ensure that personal data and other data worthy of protection are protected
against accidental destruction or loss. In addition, uninterruptible power supply systems are
available for the data centers in the event of a power failure.

Separation Control

Data collected for different purposes may be processed separately. The principle of separa-
tion of functions applies in all critical areas; this means that all departments involved in data
processing are functionally, organizationally, and physically separated. The principle of sepa-
ration of functions is also largely implemented within the organizational units; data worthy of
protection is only made available to employees to the extent that it is necessary for the per-
formance of their assigned lawful tasks. To ensure this, defined rights profiles are assigned to
the various functional areas and administered centrally.

The contractor shall only award contracts to subcontractors with the prior express written
consent of the client. Services that the contractor uses from third parties as ancillary services
to support the execution of the contract, such as telecommunications services and mainte-
nance, shall not be considered subcontractor services within the meaning of this provision.
However, the contractor is obliged to enter into appropriate and legally compliant contrac-
tual agreements and to take control measures to ensure the protection and security of the
client's data, even in the case of ancillary services outsourced to third parties.

If the contractor engages subcontractors, it shall ensure that the contractual agreements
with the subcontractor are designed in such a way that the level of data protection is at least
equivalent to that agreed between the client and the contractor and that all legal and con-
tractual obligations are observed.

The client is entitled to receive information about the essential content of the contract and
the implementation of the subcontractor's data protection obligations upon written request
from the contractor.
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