
,,           We know many products from 
our research activities. NoSpamProxy 
has convinced us like no other product 
with its performance and operability. 
I can recommend NoSpamProxy as a 
mail security supplement to all compa-
nies that are switching to Offi ce 365.  

Oleg Ludwig, IT Manager at techconsult
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NoSpamProxy Cloud at a Glance  

NoSpamProxy Cloud® offers the complete and proven protection of the NoSpamProxy mod-
ules Protection, Encryption and Large Files as a managed service. Benefi t from the swarm 
intelligence of a customer base with a focus on Europe. For larger customers with more in-
dividual and complex requirements, we offer a private stack based on the latest automation 
technology. Using the Private Stack, you can implement a customised policy for your email 
security. NoSpamProxy Cloud is the only managed mail security service that offers a private 
stack and stands for IT security made in Germany - directly from the manufacturer and availa-
ble via your IT partner.

Availability and Management  

Germany’s leading hyperscaler and its German data centres are used to host NoSpamProxy 
Cloud. This ensures the best possible reliability and continuous monitoring of the service. 
Thanks to a modern software architecture and fully automated roll-out, reactions to new 
types of attacks and the necessary confi guration changes or software updates are completely 
transparent. Your protection level is thus continuously improved and kept up to date. Outdated 
confi gurations or unpatched mail security machines are a thing of the past. The guaranteed 
availability is 99.9 % on an annual average. The service is supported by a team of mail security 
specialists around the clock. It is not necessary to conclude a separate 7x24 support contract.

Privacy Policy  

To use NoSpamProxy Cloud, customers 
have to close a data processing contract 
(DP contract) with us, which guarantees 
that your data is handled in compliance 
with GDPR.  

You can fi nd our DP contract here.

Strong Message Tracking  

Users and administrators have a powerful and fi eld-proven message tracking system at their 
disposal. User queries regarding the whereabouts of individual emails, reasons for rejection or 
the release of attachments withheld for security reasons can be dealt with effi ciently.

No quarantine trap with 
NoSpamProxy Cloud 

All cloud solutions advertise signifi cantly 
lower administration costs and savings. 
In the case of mail security, however, the 
main effort lies in the ongoing adminis-
tration of spam and quarantine folders. 
Over time, this adds up to person-years! 
NoSpamProxy Cloud does not require a 
quarantine folder due to its proven, unique 
Level of Trust technology, so these efforts 
are eliminated. Onboarding is also done in 
four simple steps and requires very little, 
one-off effort. 

Managed Certifi cates & Encryption 

With Managed Certifi cates, NoSpamProxy Cloud takes over the entire administration and 
organisation of your certifi cates. Based on the connection to the corresponding Active Directory 
group, DV certifi cates are automatically created by credible trust centres and renewed before 
expiry. In addition to a drastic reduction in administrative effort on the customer side, we now 
support the S/MIME standard 4.0 and are the fi rst provider worldwide to do so.

The next stage of evolution

NoSpamProxy CLOUD



Spam and malware checking can be performed efficiently and with low latency in the same 
cloud stack after decrypting emails, while re-routing with time and performance losses is 
required when using other solutions.

Perfect interaction between the NoSpamProxy modules 

If you use NoSpamProxy Cloud not only to protect against spam and malware, but also the 
functions for email encryption and the secure transfer of large files, you gain additional 
security: 

The thresholds for rejecting messages with suspected spam and malware can be increased 
if the regular communication with business partners is encrypted and signed. 

The same Web Portal and Web App that are used for message tracking as well as attach-
ment management are used for intelligent attachment management, Content Disarm and 
the large files module. Accordingly managing large files and different file types is simple.

NoSpamProxy Server customers (on-premises) have the option of gradually shifting their 
mail security to the cloud through hybrid installations or to operate a hybrid setup
permanently. 

Further advantages result from the coordination of the functionalities of the NoSpamProxy 
modules with each other.
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All highlights at a glance:

Easy onboarding

No quarantine  

Relief for administrators  

GDPR-compliant and highly available  

Three best-practice configurations  

32 guards  

Optional: Private stack  

Proven NoSpamProxy functionality  

✓
✓
✓
✓
✓
✓
✓
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Get your 30-day free NoSpamProxy Cloud trial

Office 365

Ready to use immediately - without installation  

NoSpamProxy Cloud is immediately available and usable without installation. All that is required is 
to change the MX record and set up certain DNS entries. These are determined by NoSpamProxy 
Cloud and can be imported into the DNS configuration via copy-and-paste. For the connection to 
Office 365 tenants, only a generated Powershell script needs to be executed once. An automatic 
user import into NoSpamProxy Cloud is also possible. Benefit directly from all services: spam 
protection, email encryption and the sending of large files.

Convince yourself of the power of NoSpamProxy Cloud. To start a test, register at
www.nospamproxy.com

Private Stack  

For most small and medium-sized businesses, the choice of three possible standardised best prac-
tice policies available to customers in NoSpamProxy Cloud’s multi-tenant environment is sufficient. 
Uniquely, NoSpamProxy Cloud offers larger customers a private stack, i.e. an environment that 
is not shared with other clients. This means that individual requirements such as the release of 
certain types of attachments for certain departments can also be implemented in detail - as is 
common with NoSpamProxy Server. 

Six consecutive Champion-Awards 
for NoSpamProxy 

For the sixth time in a row, 
NoSpamProxy has been named 
Champion in the User Ranking for 
Security Solutions (PUR-S 2023) by 
over 2000 security solution experts.
Based on its consistently outstanding 
performance in areas such as range 
of functions, user-friendliness and 
innovativeness, NoSpamProxy was able 
to secure a place among the best 32 
market-relevant manufacters.


